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Abstract

_____________________________________________________________________________________

Viruses have been a fact of corporate life since the mid-1980s, and malicious code outbreaks are only getting worse. New technologies are introducing new threats. To counter this, many companies are arming themselves with a wide array of virus detection tools that are short on manageability and long on administration. 

Current virus scanning engines detect most known virus types today, but can’t take virus detection into the 21st century. To prevent new threats introduced by increased Internet usage, the technologies inherent in the World Wide Web can be harnessed to develop Web-based virus protection management tools. The concept turns the Internet into an efficient mechanism for controlling an enterprise’s entire virus protection strategy by one person from one machine.

Trend Micro is developing a third-generation scanner that provides centralized management, cross-platform functionality, and multi-layered protection. Its object-oriented design and client/server architecture ensures a total virus protection solution to the enterprise.

Background

_____________________________________________________________________________________

If you haven’t experienced a virus outbreak, either personally or at work, you’re probably just lucky. New viruses are being created as you read this, and will waste no time in infecting and possibly damaging computer networks the whole world over.

The culprits? Anyone, from college students “just messing around” to engineers who know the precise type of damage they’d like to inflict. The medium? Most commonly, emailed files and attachments that zing their way across continents at, literally, the click of a mouse.

It’s no surprise, then, that the number of known viruses is expected to grow to over 20,000 in 1998. Trend Micro, Inc., a leading developer of server-centric antivirus protection for the enterprise, reports that its international team of virus engineers adds close to 200 new viruses to the company’s pattern file every week. With these kinds of numbers, how can any company — large or small — protect vital data from attack?

They can not — unless they plan for future threats as well as present ones. Companies that still employ “needle-in-a-haystack” or “hunt and kill” antivirus strategies will probably find it harder and harder to prevent virus and malicious code outbreaks from eating into productivity on a regular, if not daily, basis. On the other hand, companies that turn to antivirus experts to take advantage of major technological advances in virus protection are buying insurance — not only against what is lurking out there now, but what is lurking over the horizon.


Viruses Are Not New

Viruses first infiltrated the computer landscape around 1986 in the form of boot sector viruses, which were more a curiosity than anything else. The payload was usually relatively innocuous, for example, prompting a ball to bounce across the screen or the computer to reboot. But as more and more of these viruses took to the road — they could only be spread via floppy disk — companies started to notice slumps in productivity levels. Other viruses, such as Cascade and Jerusalem (still in the wild today) and Datacrime, left their mark in the late ‘80s. But by the early-1990s, boot sector viruses accounted for the vast majority of computer viruses worldwide.

Other types of prevalent viruses that replicated themselves into notoriety earlier in this decade were file infectors, which did just that whenever infected files were executed. Multi-partite viruses infected both the boot sector and files simultaneously, delivering a “one-two” punch and proving tough to eliminate.

Now in the late 1990s, virus types have been developing at the rate of technological advances. As the Internet is used increasingly as a communication link between and within companies, transforming most corporate work places into electronic Wonderlands, infections attached to email messages have created a macro virus pandemic. In fact, in just a few years, macro viruses have become by far the greatest threat, accounting for approximately 80% of all infections in corporate America, according to the National Computer Security Association. [1] Boot sector viruses still occur, but email has rendered floppy disks nearly obsolete as a data transfer mechanism.

Early Technologies Lead to More Precise Detection
From the start, virus detection technologies have aimed to beat viruses at their own game. Early technologies included integrity checking, which periodically took a kind of “odometer reading” of every application file on the hard drive. If the status changed, the integrity checker reported a possible virus. The only problem was that this technology was totally reactive. It couldn’t identify viruses or prevent them from getting into computers.

Signature recognition followed. This technology matches known virus “signatures” to those listed in the virus pattern file and is still the dominant approach to malicious code detection. Heuristics, a more recent technology, was developed primarily to detect polymorphic viruses, which are relatively rare but can replicate up to 2.3 trillion different versions of themselves! And because every replication is different, standard techniques don’t work against them. Instead, heuristic scanners use the characteristics of a file to determine whether or not it is likely to carry a virus.

Today’s scanners use a combination of these technologies to prevent the wide array of viruses. Because of their prevalence, macro viruses are the focus of researchers. For example, Trend Micro employs its patented MacroTrap™ solution, which effectively detects and cleans macro viruses using rule-based technology. MacroTrap is used throughout Trend’s product lines as a standard measure for ridding files of macro viruses before they can spread. 

New Threats Are Lurking; Current Technologies Won’t Do the Job

_____________________________________________________________________________________

While the major threat continues to be macro viruses, the Internet has created new opportunities for viruses. In fact, the Internet may become a prime conduit for a potential super-breed of malicious code infections carried by ActiveX and Java — the very technologies that are turning the World Wide Web into the dynamic medium it is today. 

ActiveX objects and Java applets are applications that can be embedded in Web pages to bring animation and interactivity to otherwise static, lifeless pages. Viewing a Web page containing ActiveX or Java components automatically triggers the download and execution of these applications onto the desktop. If the applications contain malicious code, it also will execute at the desktop. It’s important to note, however, that Java applets are executed in a virtual environment, which means they do not have file access or direct system resource access in the way ActiveX does.

Neither ActiveX nor Java needs a host program, instead using the Internet as a host. Consequently, it’s possible for new types of malicious code to replicate and affect more machines more quickly than ever before. But if it’s so easy for malicious code to spread through these new technologies, why haven’t we seen a worldwide epidemic? 

Experience brings foresight. Most viruses have popped up one at a time at the start, eventually growing into full-blown epidemics. This was certainly true of macro viruses, which were almost unheard of only two years ago. But changing technologies are quickening the pace. Java and ActiveX malicious code patterns already exist. It’s no longer a question of “if” but “when” — and it’s only a matter of time.

Harnessing the Internet to Manage Virus Protection
There’s a flip side to the Internet coin. To prevent new threats introduced by increased Internet usage, the technologies inherent in the World Wide Web — a powerful, yet easy-to-use medium — can be harnessed to develop Web-based virus protection management tools. The concept is much more than fighting fire with fire. It’s taking the undeniable wave of the future and turning it into an efficient mechanism for controlling an enterprise’s entire virus protection strategy by one person from one machine.

Specifically, the prevalence of intranets poses an unprecedented opportunity for deploying antivirus software from a central server to all other servers as well as to the desktop. As second generation networks and a direct product of the kind of open standards the existence of the Internet promotes, intranets are simplicity in motion. They erase multiple-platform problems. They make updating easy. And best of all they put control squarely in the hands of the network administrator who must manage the company’s virus protection.

Trend Micro’s Vision: Web-based Scanning Increases Manageability

_____________________________________________________________________________________

Throughout the past decade, Trend has established a strong, focused technological base and built on its experience and knowledge in the antivirus software industry. This strategy has allowed the company to quickly meet market demands as technology evolves and new threats appear. 

InterScan VirusWall, Trend Micro’s flagship product suite, is a good example. Based on a server-centric model, these products were the first second-generation scanners on the market to deviate from the traditional desktop approach to virus protection by blocking viruses at the Internet gateway. Gartner Group, in a recent report on effective malicious code management, states that server-based second generation products provide the most reliable protection against new threats and offer the best value to large enterprises because they protect new entry points. [2]

Another first for Trend Micro was the implementation of HouseCall technology in early 1997, which uses the Internet and ActiveX to provide on-demand scanning at the desktop. Trend’s newest innovation, “intrascanning,” goes a step further by utilizing Web technology running on intranet servers to manage desktop antivirus protection. This approach is being combined with Trend’s existing corporate desktop protection to provide in a single box both intranet and client/server scanning solutions for the desktop.

Trend Micro’s vision is clear: Future virus protection technologies must incorporate management tools that are server-centric and Web-based in order to meet new threats head-on. The mixed environment of most companies today demands it. Trend Micro believes that a third-generation Web-based scanner will revolutionize the way companies approach virus protection by providing — for the first time — a total, integrated antivirus solution for the enterprise.

Specifically, third generation scanners must include the following management capabilities:

· Deployment — Silent, from a central server, with no user intervention

· Updating — Self-updating according to a pre-configured schedule

· Configuring — Customizable and remotely-configurable from any workstation

· Reporting — Centralized and consolidated across platforms

Trend already is developing a third generation scanner that combines these centralized management features with Web-based deployment options. The result is multi-layered, enterprise-wide protection against viruses from any source to all desktops. Trend’s first corporate implementation of this ground-breaking technology is OfficeScan for the Enterprise, which will be released during first quarter 1998.  

Object-oriented Design Ensures Flexibility

Future antivirus scanners must be based on client/server architecture employing an object-oriented design to be effective. As the Internet evolves into a true client/server medium, it will become the simplest, most efficient means for centrally deploying and managing antivirus protection throughout an enterprise because it means administrators will deal only with one set of code.

Early scanners were not object-oriented, or modularized, which meant that changes to the antivirus software were not synchronized and required a major rewrite of code. These scanners also were not cross-platform. As new platforms such as Windows 95 came along, the old code was often simply ported to the new platform — with less-than-effective results.

Trend Micro’s new generation of scanners are modularized and allow easy deployment and updating of software as needed. Individual modules can be updated without rewriting the entire application, giving administrators a high level of flexibility and management. Greater flexibility leads to quicker responses to as yet unknown threats, without having to resort to ineffective patches and fixes. 

Customization is a key benefit. Administrators not only can configure the software to manage domains as best suits their organizational structure, but also can use the API provided and choose the programming language to drive the scanner. These capabilities allow the administrator to integrate the antivirus software with their current management console. In addition, a comprehensive activity log enables administrators to easily track viruses, identify them, and take the appropriate action to eradicate them from the network.

Cross-platform issues are no longer a management problem for administrators with Trend’s new generation of scanners. One mouse click deploys and updates antivirus desktop protection across all platforms using an internal Web server. The only action required by the user is clicking on an internal URL address, which automatically — and seamlessly — downloads and installs the antivirus software directly to the desktop. After this, configurations and updates can be “pushed” automatically to client workstations without further user intervention.

New Architecture for New Virus Scanning Capabilities

Trend’s third-generation antivirus scanner includes all the components of traditional scanners, plus enhancements and new modules driven by new technologies. The key difference between earlier scanners and the new approaches, however, is that scanner components are integrated into a flexible, object-oriented design.

Specifically, traditional components include:

· Scanning engine

· Virus pattern file

· Engine configuration

· GUI

The new modules add:

· De-compression and de-coding

· ActiveX and Java scanning

Directory-aware client/server communication 
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De-compression and De-coding Module

Traditionally, viruses have been caught at the end point — the desktop — which meant that scanners didn’t require strong decompression or decoding capabilities. Third-generation scanners, however, catch viruses while they’re still in the “pipeline.” Powerful decompression and decoding capabilities are essential for effectively scanning “on the run” files as they pass through the server to the desktop. 

To do this, third-generation scanners must understand file formats so that only the files capable of harboring a virus are scanned. For example, the scanner must “read” the file header to determine which compressed files may contain a virus. After studying the first block of the compressed files, the scanner knows precisely which files to decompress and decompresses only those. This highly sophisticated technology can increase efficiency because it doesn’t impact system resources to carry out effective scanning.

ActiveX and Java Scanning Module

Within Trend’s ActiveX and Java module, there are three layers of malicious code protection. First, the scanner recognizes Authenticode™ signatures. Matching Java applets and ActiveX objects to a known Authenticode signature database deciphers whether these objects come from a trusted source and have not been tampered with during transmission. Users can then decide to accept or reject objects based on their source.

Second, the scanner recognizes Java classes and COM instructions to actually scan inside the instruction codes and match the instructions to a database of known malicious applet patterns. This method is similar to virus pattern matching and relies on frequent pattern updates to remain effective. 

And third, the scanner follows rule-based technology. This allows the scanner to analyze the behavior of Java applets and ActiveX objects by creating a simulated environment. For example, an agent attaches itself like a parasite to an applet and monitors the applet’s behavior in real time. If it detects malicious behavior, the agent stops the malicious code from executing according to pre-configured instructions from the administrator and then reports the behavior to the server.

Directory-aware Client/Server Communication Module

Two major problems administrators have dealt with in virus protection management have been keeping client software up to date and tracking the sources of infection. The communication component of the third-generation scanner is a self-managing module that knows when and how to download new pattern files, scan engines, and configurations and distribute them to the right client machines without any intervention by the administrator.

This is because the communication module is directory-aware, which means it can both query and become integrated into a company’s directory services. It can also send the correct virus notifications and order the appropriate action to the correct machines. For example, a virus outbreak in an accounting department can be traced back to a spreadsheet attached to an email file sent from a remote office. The communication module intelligently notifies the administrator of the remote office, as well as the sender and all recipients of the emailed attachment. 

Trend Micro’s Total Virus Protection Solution for the Enterprise

_____________________________________________________________________________________

Trend Micro is the first antivirus software company to develop an integrated, total virus protection solution for the enterprise. Trend’s solution combines the company’s ground-breaking management technologies — InterScan( and IntraScan — with the powerful third-generation scanning engine described throughout this paper.  

Specifically, Trend’s patented InterScan technology operates at the Internet gateway and stops viruses and other malicious code at every virus access point, including groupware and intranet servers, LAN servers, and desktops. IntraScan operates at the client/server level, using intranets to centrally deploy antivirus software via an internal Web server. IntraScan technology provides the same comprehensive virus protection as InterScan.

What this means is: For the first time, Web-based technologies are being employed to control the environment behind the firewall. Centralized management, cross-platform functionality, and multi-layered protection are only the major benefits of Trend’s total solution.

Solar System Integrates Trend’s Product Lines
Trend Micro’s aptly code-named Solar System infrastructure is the first, true enterprise-strength antivirus solution suite. Based on Trend’s third-generation scanning technology, Solar System reduces administration to nearly zero by integrating antivirus products that guard different virus entry points and report to one Web-based central management console. 

Trend’s Solar System infrastructure also provides administrators with effective tools for assessing how vulnerable to viruses their corporate environment is, automating virus pattern and engine updates, maintaining an effective virus control policy, and assessing the return on investment of their antivirus policy implementation. [3]
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Further information about Trend Micro’s Solar System infrastructure will be discussed in a forthcoming White Paper specifically covering this topic.
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About Trend Micro

_____________________________________________________________________________________

Trend Micro provides centrally controlled server-based virus and malicious code protection. By protecting information that flows through Internet gateways, email servers and file servers Trend Micro helps major companies worldwide stop viruses and other malicious code from a central point before they ever reach the desktop.

Trend Micro's award-winning products have been chosen by Compaq, Check Point Software Technologies, Cisco Systems, Hewlett-Packard, IBM, ISS, Lotus, Lucent Technologies, Microsoft, Oracle, Pilot, Sprint, and Sun Microsystems as part of their server security solutions.

Trend Micro’s corporate headquarters is located in Tokyo, Japan, with business units in North and South America, Europe, Asia, and Australia. The North American head office is located in Cupertino, CA. Trend Micro’s products are sold through a network of corporate and value-added resellers.

Evaluation copies of all of Trend Micro’s products may be downloaded from its award-winning site, www.antivirus.com. Website visitors may also test-drive products online through Trend Micro's Virtual Lab.

1999 Awards Include:

· InterScan VirusWall with eManager: Sm@rt Choice, Smart Reseller 

· PC-cillin 6: WinList, Windows Magazine 

· HouseCall for Microsoft Exchange: Finalist for ‘Best New Technology’ PCWeek’s Best of Comdex 

· Trend Virus Control System: Highly Commended, SECURE Computing 

· InterScan VirusWall: Editor’s Choice Award, Network Week Magazine 

· Trend Virus Control System: Product of the Year Award, Network Magazine 

· Trend NeaTSuite: Editor's Choice Award, PC Magazine 

· InterScan VirusWall: Editor’s Choice Award, Network Computing Magazine 

· Trend Micro’s network antivirus solution – declared "Solution of the Year" by InfoWorld 

· OfficeScan Corporate Edition: Recommended by SC Magazine
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