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Abstract

___________________________________________________________________________________​_

Along with the opportunities the Internet presents, some tough challenges and thorny issues arise. Employee access to the Internet can create breaches in corporate security. These can range from lost productivity via unsolicited email to loss of corporate information via virus infection or unauthorized employee email product discussions. 

While individual solutions to these threats abound, the key to corporate security in the age of the Internet is an integrated information management solution that protects the enterprise from threats at its Internet gateway. Such a solution not only neutralizes each individual threat, but also does so with minimal impact on network performance. 

Trend Micro’s InterScan 3.0 Virus Wall & eManager products offers IT managers a server-based product that integrates information flow management with virus protection. The first of its kind, InterScan 3.0 provides added capabilities in enterprise-wide efforts to manage the changing face of Internet security. 

Background

____________________________________________________________________________________

Business and industry have embraced the Internet as one of the most effective business tools ever devised. A vast, interconnected global network, the Internet brings a free flow of data and information to tens of millions of people throughout the world. Business colleagues and employees use Internet access to exchange information via email, research work assignments from their desktops, and keep up with industry issues through news groups. At the same time, Internet access has opened a Pandora’s box of issues, each of which poses serious threats to enterprise productivity and profitability. While some of these issues have been known to business and industry for some time, other issues are just beginning to be recognized for what they are—serious threats to the success of the enterprise. 

Internet Security Issues 

Employee Productivity

Employee productivity is being threatened from numerous directions. One such threat is unsolicited electronic mail. Already burdened by dozens of legitimate email messages daily, workers can find themselves inundated with this junk email, known as “spam.” These messages can range from unsolicited advertisements for business products to chain letters and promotions for pyramid schemes. This electronic junk mail has become so prevalent on the Internet that consumer groups are supporting federal legislation to outlaw spam mail, much as “junk faxes” were outlawed years ago. Some Internet service providers are taking legal action against known “spammers” (1). In addition, some filtering products are becoming available. These generally employ lists of known “spammers” that are developed by consumer groups or others, such as the “Real-time Blackhole List” from the Mail Abuse Prevention System (http://maps.vix.com/rbl/). 

Another insidious threat to worker productivity is malicious software including viruses, trojans and malicious Java and ActiveX applets. Email and other Internet traffic such as FTP downloads can serve as carriers for damaging viruses and other malicious code capable of infecting entire networks. Electronic messaging is the primary means of exchanging information inside and outside the organization. It is also the primary carrier of viruses and trojans. Although the email messages themselves usually cannot carry viruses, the files attached to these messages often can. In fact, 80% of all virus infections in corporate America are now due to macro viruses, hidden inside word processing and spreadsheet files that are attached to email. (2) Worse, new email clients, such as Microsoft’s Outlook 98 can automatically execute software – including viruses.

New threats are emerging with potentially more far-reaching effects. Applets written in ActiveX and Java, use a Web page as a host and can reach into any computer that connects to it. If ActiveX objects or Java applets exist on a Web page, they will download when a user accesses that page. Although not yet “in the wild,” malicious code patterns using ActiveX and Java could cause a host of problems at the user’s workstation. The advent of software that allows Web pages to be transferred via email provides a powerful new transmission route for malicious applets. For example, theoretically, applets could access a recipient’s email address book and send messages containing the attached Web pages to other recipients.

Liability Exposure

Nearly as threatening to enterprise success as productivity losses is the liability exposure posed by employee access to email. For instance, liability for discrimination, racism or libel could stem from statements made in employee email. 

Loss of Proprietary Information

Another potential threat that has developed with the rise of email as a principal means of communication is the transmission, either intentionally or inadvertently, of confidential or proprietary corporate information. Such information might range from financial or legal information on upcoming mergers or acquisitions to information on new products or marketing strategies. The classic example of an intentional breach of confidentiality involves an employees who have given notice before beginning to work for another employer. The employee could use email to transmit key corporate information. 

Inadvertent transmission of confidential materials is far more widespread than companies would admit. For instance, an employee involved in a high-level project attaches a file of needed information to an email and sends it to a supplier also involved in the project, but the file is accessible to other employees at the supplier’s offices who lack proper authorization. The capability to screen outgoing email could help administrators identify and stop the loss of vital information in time. 

More subtle breaches in confidentiality may also be possible: some analysts have speculated that information about high-level security projects could be gleaned from search patterns input while employees conduct research on the Web. (3)

Network Performance

Of key concern to enterprise-wide productivity is the performance of the system network. Large quantities of email, both legitimate email with large attachments and spam mail, can cause delays and bog down the network for users throughout the enterprise. Employees are increasingly using email to share large data files such as spreadsheets, graphics, reports, database updates, and sales presentations. As these attachments flow in and out of the network, bottlenecks can arise during peak work hours. Solutions some system administrators use include imposing size parameters to email attachments. Attachments that exceed those parameters are returned to the sender. Other email management tools for optimizing the flow of electronic mail can enable these managers to shift email deliveries to off-peak hours, leveling the flow of messages and easing network bottlenecks.

Controlling Costs

Each of these threats compounds the effect on the enterprise’s bottom line—costs. While loss of worker productivity can quickly cost tens of thousands of dollars in employees’ salaries, this is only one impact. Liability exposure can result in legal costs to represent the enterprise and in claim settlements. Floods of spam mail or virus infections can impact both employee productivity and network performance. One outcome of this can be the cost of additional network hardware that continually becomes necessary to boost network performance. Even enterprise revenues may be at stake if lost proprietary information results in compromised market position or unsuccessful product launches. To maintain an enterprise’s strategic advantage in today’s competitive marketplace, these costs must be controlled. 

Integrated Information Management

The challenges of information and virus threat management are not insoluble. Applications are available that provide filtering capabilities to block spam mail or monitor outgoing email. Other email management applications can arm IT chiefs with the needed tools to maximize network performance in the face of streams of incoming and outgoing email — transmitting everything from next week’s sales presentations to yesterday’s inventory updates. Antivirus programs can guard the network against macro viruses piggybacking on employee email attachments as well as protect desktop computers from potential malicious code lurking on seemingly innocuous Web sites.

All these tools present their own challenge, however. Without integration, each application can itself hamper network performance. The burden of maintaining and upgrading multiple separate applications adds to administrative overhead as well. Implementing numerous applications individually can also create compatibility problems. An integrated package can minimize the network impact while providing robust protection against multiple threats.

Trend Micro’s InterScan 3.0 

_____________________________________________________________________________________

Overview

For the past decade, Trend Micro has developed antivirus software tools based on a simple vision —central control is the only virus control. Now, the company has applied this vision to the challenge of managing the information that passes through the Internet gateway. The result is InterScan 3.0, a server-based product that integrates information flow management with virus protection at the Internet gateway. InterScan 3.0 is composed of two parts, VirusWall, which scans SMTP, FTP, and HTTP traffic for viruses and malicious applets and the optional eManager – which blocks “spam”, filters email based on content and manages email delivery. 

Internet Security Solutions from Trend 

_____________________________________________________________________________________

InterScan VirusWall 

InterScan VirusWall scans all relevant Internet traffic (SMTP, FTP and HTTP) for viruses and other malicious code. InterScan employs its own high speed proxy technology to catch and scan Internet traffic. By using its own proxy server, InterScan can be firewall independent. To optimize performance, InterScan VirusWall intelligently diverts only the Internet traffic capable of carrying malicious code to its scanning engine.

The heart of any antivirus product is its scanning engine. InterScan VirusWall utilizes Trend Micro’s new Cheetah engine for extraordinary scanning results. The Cheetah technology is up to 50% faster then competitive antivirus scanning engines and can detect virtually all known and most unknown computer viruses. The Cheetah engine can scan 19 types of compressed files and can decode MIME, BinHex and UUencoded files.

Trend Micro detects new macro viruses with its MacroTrapTM and SoftMice™ technologies. These tools supplements traditional pattern matching techniques with sophisticated rule-based scanning. Using MacroTrap, macro commands embedded in many word processed and spreadsheet files are analyzed to determine whether the macro’s execution would lead to malicious behavior. If so, the virus is eliminated and the file cleaned. 

Virus scanning is achieved with minimal impact on network performance. In studies conducted by the National Software Testing Laboratories, InterScan dramatically outperformed three competing products in performance, detection and other key factors. (4)

Trend Micro updates its virus pattern files twice a month. Updates can be retrieved automatically or manually. 

Managing the Applet Threat

Trend Micro’s InterScan Virus Wall not only detects and blocks malicious applets, it also allows administrators to set corporate wide policies regarding what applets will be allowed to enter the enterprise. InterScan can detect and block ActiveX applets that lack valid certificates right at the Internet gateway. It can also block unsigned Java applets. Using InterScan, administrators can even specify “trusted” domains – and block all applets from outside those domains.

InterScan eManager 

InterScan 3.0’s eManager provides system administrators with tools to block spam, prevent the release of unauthorized information and manage the delivery of large emails. eManager has three modules – the spam filter, the content filter and the email manager.

eManager’s spam filter uses both keyword scanning and lists of known “spammers” to block unsolicited bulk email. Trend maintains an extensive list of known sources of spam. eManager automatically retrieves updated copies of this list. eManager can delete, quarantine, or archive the spam message at the Internet gateway. This eliminates the impact of unwanted email on employee productivity.

The content filter of eManager monitors the content of outgoing email. Once specific keywords are established by the administrator, identification of any keyword in any outgoing email will trigger preventive action. This, too, can be tailored expressly for the corporate culture, such as quarantining the mail without delivery, deleting the email, or archiving the message while permitting delivery. Customized notifications to the sender, recipient or others can also be provided. This type of diligent monitoring can effectively reduce the risk of liability due to industrial espionage, insider trading or unauthorized contacts with the press.

The email manager has 2 parts. One part, the email statistics and usage collector, gathers information about corporate email usage, such as volume transferred hourly. This information, stored in an SQL database, provides the basis for the load balancing that is performed by the module’s second part. This second feature, the load balancer, allows the system administrator to control email deliveries based on message size. The balancer can also delay delivery of emails with large attachments by re-configuring email load parameters. Managing email flow will help to optimize network performance. 
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Trend Micro provides centrally controlled server-based virus and malicious code protection. By protecting information that flows through Internet gateways, email servers and file servers Trend Micro helps major companies worldwide stop viruses and other malicious code from a central point before they ever reach the desktop.

Trend Micro's award-winning products have been chosen by Compaq, Check Point Software Technologies, Cisco Systems, Hewlett-Packard, IBM, ISS, Lotus, Lucent Technologies, Microsoft, Oracle, Pilot, Sprint, and Sun Microsystems as part of their server security solutions.

Trend Micro’s corporate headquarters is located in Tokyo, Japan, with business units in North and South America, Europe, Asia, and Australia. The North American head office is located in Cupertino, CA. Trend Micro’s products are sold through a network of corporate and value-added resellers.

Evaluation copies of all of Trend Micro’s products may be downloaded from its award-winning site, www.antivirus.com. Website visitors may also test-drive products online through Trend Micro's Virtual Lab.

1999 Awards Include:

· InterScan VirusWall with eManager: Sm@rt Choice, Smart Reseller 

· PC-cillin 6: WinList, Windows Magazine 

· HouseCall for Microsoft Exchange: Finalist for ‘Best New Technology’ PCWeek’s Best of Comdex 

· Trend Virus Control System: Highly Commended, SECURE Computing 

· InterScan VirusWall: Editor’s Choice Award, Network Week Magazine 

· Trend Virus Control System: Product of the Year Award, Network Magazine 

· Trend NeaTSuite: Editor's Choice Award, PC Magazine 

· InterScan VirusWall: Editor’s Choice Award, Network Computing Magazine 

· Trend Micro’s network antivirus solution – declared "Solution of the Year" by InfoWorld 

· OfficeScan Corporate Edition: Recommended by SC Magazine
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