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Security, a course given at Chalmers University of Technology. From this, we conclude that the
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produced unique research data with natural diversity.
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1. INTRODUCTION

Most networked computer systems are continuously exposed to intrusion attempts. Even
worse, some of the attacks succeed because people do not know how to implement system secu-
rity. Unfortunately, the number of skilled practitioners of computer security today is small [10],
making it necessary to incorporate security studies into educational programs. Furthermore, stu-
dents must be prepared for real situations. Thus, practical laboratory experience is essential [11].

Since 1993, a course in Applied Computer Security has been given at Chalmers University
of Technology, offered in the final year of the Master’s Degree Program. Topics covered in the
course are: access control, authentication, cryptography basics, database security, network secu-
rity, operating system security, physical security, privacy and ethical issues, program security,
risk analysis, security management, security models, and security policies. An important com-
ponent of the course is a laboratory project. During the first years of the course, the students
were asked to evaluate the security of a target system by means of attacking it. The results of
those experiments have been presented in many research papers, including [14].

The synergy between our research and education in security has been very fruitful for both
fields. It is obvious that our research would not have been what it is today without the Applied
Computer Security course. This elective has been much appreciated, and students have claimed
that it has given them a “hands-on” feeling for computer security and contact with the research
frontier.

In [12], Jonsson and Janczewski presented a survey of practical security experiments, con-
ducted at a number of universities on most continents, including Europe, North America, Africa,
Asia, and Australia/Oceania. The aim of the study was to investigate the role of experiments in
information security education. They also suggested a taxonomy for such experiments. They
found that many of the exercises and projects reported were different in terms of degree of ap-
plicability, degree of innovation and generalization. Moreover, the duration and effort (in man-
hours) of performing an activity ranges from a duration of two hours with an effort of two hours
to a duration of three months with an effort of 100 hours.

In the following, section 2 gives some background information. The feasibility study is fur-
ther described in section 3, the first full-scale experiment is presented in section 4 and other in-
trusion experiments conducted at Chalmers are briefly discussed in section 5. Section 6 intro-
duces a new approach called intrusion analysis and remediation, and section 7 focuses on the
intrusion detection assignment conducted in 1998. Section 8 discusses ethical issues, synergy
effects, and educational and research aspects. Section 9 concludes the paper.

2. BACKGROUND

In 1992, an EU research project was started with the intent of finding quantitative measures
of operational security. For that purpose, empirical data was needed. To gather such data, prac-
tical intrusion experiments were conducted.

For the first experiment [2], which is referred to in this paper as the feasibility study, the
primary goal was to investigate whether it would be possible to gather data for security model-
ing. This study was successful in many respects. First, we found that students are indeed able to
break into a standard system within a limited time period and that they can be used in this type
of experiment. Second, we learned how to set up such experiments and how to act as coordina-
tors.

The first full-scale experiment [19] was done half a year after the feasibility study. In this
case, our goal was to gather enough data for a quantitative security-modeling attempt. Final year
students were engaged as attackers. All were at the same time taking Applied Computer Secu-
rity, and the experiment was performed as a project in the course.
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In both the feasibility study and the first full-scale experiment, the target system was a net-
worked UNIX system. Three full-scale experiments have followed. On one occasion, a PC net-
work was used as the target system [5, 6].

In the last couple of years, new ideas have been developed primarily to the benefit of educa-
tion and secondarily to research. In 1997, for example, we introduced the remedy dimension in
the project work. That time, the students were asked to suggest how a given vulnerability, which
students found in the earlier experiments, could be eliminated from the system. In 1998, our in-
creased research interest in intrusion detection was reflected in the course. The students would
construct a small intrusion detection system using an expert system tool.

3. FEASIBILITY STUDY

The feasibility study [2] (sometimes referred to as the pilot experiment) was intended as a
pure research activity and conducted during the spring of 1993. The goal was to determine
whether it would be possible for students to break into a normal system and how data from these
attacks could be collected for quantitative security modeling.

3.1 Experimental Set-up

The target system was a networked UNIX system running SunOS 4.1.2, consisting of 22
disk-less workstations and a file server, all configured as recommended by the vendor. Standard
accounting was enabled on all computers for monitoring purposes and, when the experiment
was performed, the system was in regular use by other students. Finally, the security of the sys-
tem was that of a default installation and was not improved in any way.

Three different types of actors were identified: the attackers, an experimental coordinator
and the normal system administrator. Members of the Chalmers University Computer Club
adopted the role of attackers, as expected these students have greater knowledge of security vul-
nerabilities than other students. Only 13 students participated in the first experiment, and each
attacker was a legal user of the system, i.e. an insider. One researcher acted as experimental co-
ordinator, monitoring and coordinating all activities in the experiment. Finally, the normal sys-
tem administrator represented the system owner. He was instructed to behave as normally as
possible.

The attackers were required to follow a few rules, which were presented in a briefing before
the experiment began. The main reason for these was to encourage the attackers to behave as
realistically as possible. For example, they were not allowed to cooperate with other attackers
during the experiment or to cause physical damage to the hardware.

Before the experiment took place, each attacker was required to fill in a questionnaire that
described his/her formal education, prior experience in the area etc. In addition, for each intru-
sion attempt, an activity report was written. Thus, working time, on-line time, resources used
and the occasion at which the activity was performed were documented. At the completion of
the experiment, every attacker filled in an evaluation report. The activity and evaluation reports
were both standardized, fill-in forms. Finally, the attackers were asked to write a final report to
give their views of the experiment, summarize their activities, describe successful and unsuc-
cessful attacks and ideas for other attacks etc., and to describe the outcome of the experiment
from a personal point of view.

3.2 Results

With respect to data collection methodology, the most important result was that students
could indeed be used in experiments such as this. However, the amount of data received was, as
expected, too sparse to be used for any statistical modeling.
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This experiment also taught us a great deal about the intrusion process. Most notable is that,
by measuring the effort needed to break into a system, we might in the future be able to quanti-
tatively determine the security level of a particular type of computer system. Another interesting
conclusion is that it is even more difficult to measure the reward, i.e. the motivating force, of a
particular successful intrusion than it is the effort. Finally, data collected in this study have been
used in several research papers, including [2].

Problems that occurred were that attackers tended to leave the experiment for a lack of ideas
and/or motivation and that the required reporting turned out to be too extensive. Still, this ex-
periment was highly appreciated by the participants.

4. FULL-SCALE INTRUSION EXPERIMENT

While the feasibility study was a pure research activity, the first full-scale intrusion experi-
ment was a combination of research and education. The research goals were to collect enough
data to make a quantitative modeling attempt possible and to learn more about the intrusion pro-
cess. The educational goal, however, was to offer a realistic project in the Applied Computer
Security course, which was given for the first time. The experiment was conducted in November
and December, 1993.

4.1 Experimental Set-up

We used the same target system as in the feasibility study, with one security improvement.
The workstations were set up to require a password to successfully perform a so-called single
user boot-up sequence.

In this experiment, we engaged as attackers Master of Science students in Computer Science
and Engineering in their final year. They worked in groups of two students, and a total of 12
groups attacked the system at the same time. We expected each group to spend approximately
40 hours of effective working time. The attackers were required to contact the coordinator once
a week to discuss their progress. The same rules as described in section 3 were to be followed.

In the feasibility study, the participants had complained about the excessive reporting, and
several simplifications were thus made here. At the end, 65 security breaches of various kinds
were reported, to be compared with the 25 breaches in the feasibility study.

4.2 Educational Results

The project was well received by the students. We are convinced that the results were very
surprising to many of the participants when they discovered that it was not as difficult as they
thought to break into a standard UNIX system. Indeed, most students claimed that the experi-
ment gave them a “hands-on” feeling for computer security and raised their awareness of the
problems involved.

4.3 Research Outcome

This study taught us even more about the intrusion process. Publicly available tools for
searching and utilizing known vulnerabilities in the specific system, i.e. SunOS 4.1.2, were used
in several intrusion attempts. The groups downloaded these tools from the Internet. Further,
more events were reported and the recording of data was more complete in this second experi-
ment. The data collected has been used for research presented in several papers, including [13].
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5. FURTHER EXPERIMENTS

Three additional full-scale intrusion experiments have been conducted. Thus, a total of five
intrusion experiments in which students have adopted the role as attackers has been carried out
at the Department of Computer Engineering. We summarize these in table 1.

Table 1. Summary of experiments
Year Experiment Operating system # of students
Spring 1993 Feasibility study SunOS 4.1.2 13
Autumn 1993 1st full-scale intrusion experiment SunOS 4.1.2 24
Autumn 1994 2nd full-scale intrusion experiment Novell Netware 3.12 14
Autumn 1995 3rd full-scale intrusion experiment SunOS 4.1.3 32
Autumn 1996 4th full-scale intrusion experiment SunOS 4.1.3 42
Autumn 1997 Intrusion analysis and remediation† SunOS 4.1.3 59
Autumn 1998 Intrusion detection‡ SunOS 4.1.3 87
† Intrusion analysis and remediation are described in section 6.
‡ Intrusion detection is covered in section 7.

In 1994, the target system was a PC network system. Insecure clients were running DOS 6.2
and Windows 3.1, and the network file server was configured with Novell Netware 3.12.
Despite the fact that only one student was familiar with Novell Netware, the target system was
easily and successfully attacked and breached by all students except one. In most cases, they
exploited the insecurity of the clients in the sense that any user had full access to everything at
the client. The experiment is further described in [6], and [5] presents an interpretation of the
intrusion data collected.

In the third and fourth full-scale experiments, a networked UNIX system, this time with
SunOS 4.1.3, was again used as the target system. In table 1, we can see that the number of at-
tackers is increasing, and our experience is that our approach to intrusion experiments scales
well to the number of attackers in terms of the educational resources required. However, when
the number of attackers increases, the compilation of recorded data for research purposes be-
comes much more difficult because most of the work needs to be done manually.

Two other experiments should also be mentioned. First, procedures inspired by the intrusion
experiments were used in an analysis of a secure system based on trusted components.
See [16, 17] for a detailed description of this experiment. Second, a similar procedure was used
to evaluate the security of Windows NT, see [7, 8] for an in-depth description. These two ex-
periments differ from those described earlier in one important aspect: we did not engage stu-
dents as attackers. Instead, we adopted the role as attackers, presumably more of tiger team at-
tackers [1, 4, 9], ourselves. In the latter study, we found that Windows NT can be penetrated
quite easily. This implies that Windows NT can be used as a candidate target-system in future
intrusion experiments in which students act as attackers. One such experiment will be conducted
at Karlstad University in the spring of 2000.

6. INTRUSION ANALYSIS AND REMEDIATION

In the previous experiments, students were asked to find as many weaknesses as possible in
the target system by attacking it. In 1997, after four full-scale experiments, we were interested
in trying something new. The new approach was to let the students act as though they were on
the other side, i.e. to act as the system owner. This experiment was primarily an educational
activity in the sense that we did not foresee any specific research outcome.

6.1 Experimental Set-up

The target system was the same networked UNIX system as was used in the third and fourth
full-scale intrusion experiments described in section 5. A list of 13 carefully selected intrusions
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found in them was presented to the students. The class of 59 students was divided into groups of
two students each, i.e. 30 project groups were constructed. This implies that several groups
analyzed the same intrusion. Each project group selected one intrusion and was asked to:
1. Reproduce the selected intrusion, verifying that it can be used to circumvent the security of

the target system

2. Describe the weakness and explain why the intrusion works

3. Suggest remedies that would make the system secure against this kind of intrusion
The only intrusion descriptions they were given were those written by the previous students

in intrusion experiments. Furthermore, each intrusion was assigned an estimated level of diffi-
culty. Roughly, three levels were used— simple, medium and complicated. The groups were re-
quired to document their work. In fact, two reports were compulsory: a complete project report
and a summary report of approximately two pages. They had to describe the vulnerability
according to the taxonomy suggested by Landwehr et al. [15]. Thus, they needed to answer the
following questions:
– How did the vulnerability enter the system?

– When did the vulnerability enter the system?

– Where in the system does the vulnerability manifest?
When the exercise was finished, copies of the summary reports were distributed to all par-

ticipants to give the students a broader view of intrusions than the specific case they had
studied. In addition, each group presented its work to the class.

6.2 Results

The students were put in a situation like one many of them will probably experience in their
future careers as either software engineers or system administrators. Most students reported that
they found the exercise interesting and valuable. It is also of interest to note that some groups
had great difficulty in reproducing the intrusion. In some cases, we had been overly optimistic
as to the programming skills and computer literacy of the students and, in other cases, the reason
was probably that it was impossible to perform the intrusion on our system. The exercise re-
quired far more supervision than we had expected.

7. INTRUSION DETECTION

In 1998, the steadily increasing number of students in our course had forced us to give all
groups identical assignments, as in a traditional laboratory exercise. To retain the connection
with our research, we decided to let the students use a software tool that had previously been
used only by experts to construct research prototype intrusion-detection systems. The tool,
called P-BEST, is further described in [18].

7.1 Experimental Set-up

The assignment was to construct a system that could be used to automatically detect attacks
against a file transfer (FTP) server. The students were given a tool designed for building expert
system components of intrusion detection systems. The tool is the same one we use in our re-
search, and the exercise would support or contradict our hypothesis that the tool is easy to use
for beginners. It was required of the students that they include in their lab reports a discussion of
their experiences with using the tool.

For evaluation of the system they had designed, the students were given a very large data file
containing recorded network data representing actual FTP transactions. A small number of real
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and synthetic intrusions was mixed with a large number of normal transactions, and the students
used their system to find those intrusions.

7.2 Results

A total of 87 students participated in the assignment, with a few exceptions working in pairs,
making a total of 46 groups. Of those 46 groups, 25 had constructed a system that gave a com-
pletely correct answer. An additional eight groups would most likely have obtained the correct
result if they had not misinterpreted a vaguely formulated part of the instructions. Only a hand-
ful of groups failed to hand in a report before the given deadline. Most students reported that
they found the exercise interesting, and some even took the time to give detailed suggestions for
improvements to the tool.

8. DISCUSSION

The outcome and impact of our student projects can be viewed from several different per-
spectives. This section discusses aspects of education, research and synergy between the two, as
well as ethical issues.

8.1 Educational Aspects

Probably the most important result from an educational perspective is that the laboratory
exercises, described in sections 4 through 7, give a practical view of security. The students have
learned among other things how an intruder thinks and become aware of common threats to to-
day’s networked computer systems. We therefore believe that the assignments have prepared
them for forthcoming real situations. In addition, comments by the students about the exercises
have been very positive. Two key words often found in the evaluation reports are “fun” and
“exciting”. Several students claimed this to be the best course they have taken. Furthermore,
students usually have very little contact with research during their studies, and this has made our
course different and interesting.

8.2 Research Aspects

There are several concerns as regards the validity and accuracy of the data obtained from
student exercises. The first question is whether the students in our experiments constitute a good
approximation of real attackers. In reasoning about security, the discussion often quickly
reaches the point where the goal is to protect the system against the most skilled and powerful
attacker in the world. The term “übercracker” [3] has been used for this picture of a diabolic,
omnipotent adversary. We did not wish to investigate the übercracker, partly because most
people in the security community are already doing that. We wanted to see how ordinary com-
puter users with academic training in computer science and engineering— but no previous at-
tacker experience— would operate when they suddenly had a reason to attack the system on
which they were working. We found that unskilled attackers can indeed perform technically ad-
vanced attacks, thanks to so-called exploit scripts which they download from the Internet [16].
An exploit script is a program designed and published by a skilled attacker. When executed, it
will automatically carry out an attack on the target system. We claim that we have successfully
modeled the infamous insider threat and that our results are of general value [14].

The second question is how well the students’ reports correspond to reality. The set of ac-
tions actually carried out by the attackers in our experiments is largely in agreement with the set
of actions documented by the attackers in their reports, but the sets are not identical. There are
indeed actions reported that we seriously doubt were ever performed on the system, for example
types of intrusions to which we know that the system was not vulnerable. This became painfully
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clear to the students who later tried to confirm the reports in the intrusion analysis exercise. It is
also likely that there are actions that the attackers performed but never reported to us. Why is
there not a perfect match between the two sets? For the first case, we do not really know what
reason the students have for exaggerating their results. The grading of the reports was not based
on their successes but on their efforts and their analysis of their work. We had also made it clear
that their reports would be used as research material, and it is therefore disappointing and worri-
some that some of them tried to polish their results. For the second case, we can only hope that
actions left out of the reports were not reported because the students considered them insignifi-
cant and not because they wanted to hide something from us.

Finally, there is the problem of using a relatively large group of humans as “guinea pigs” at
an engineering department. Our expertise is in technology, not in the behavioral sciences. Fac-
tors not related to technology can greatly affect the results, for example, how instructions are
interpreted, what motivation the participants have, whether they obey the rules of the experi-
ment, whether they tell the truth etc. This is probably an area in which we could benefit from
consulting external expertise.

8.3 Synergy Effects

To understand the benefits of conducting this kind of research and education together, we
can reason hypothetically about having one without the other. First, we consider having educa-
tion without research. Before our research group was formed, security was only briefly intro-
duced to students as a part of other courses, for example, operating systems, computer commu-
nication, and computer networks. The growing general interest in security had probably led to
the introduction of a separate course in security sooner or later. However, security is a demand-
ing topic for teachers because it is a rapidly moving field in which it is difficult to remain up-to-
date— not only because of the sheer amount of information but also because of obscurity, mis-
understandings, and a lack of perspective in many bulletins. Teachers must also have a thorough
knowledge of the fundamental principles and lessons often forgotten today. Without the genuine
interest and devotion to the topic that active members of the research community have, it is
much more difficult to give high quality education in security.

Second, we can consider research without education. We have already argued how valuable
the data produced by the students has been for our research. Computer science students are often
considered a homogeneous group, but our student experiments have actually helped us to create
a diversity in our data that we would not have been able to achieve on our own. Students are
also naturally willing to learn and therefore ask questions that less motivated participants would
not bother with.

8.4 Ethical Issues

In the remainder of this section, we take an external view and discuss our research methods
and their consequences as they are seen outside the security research community.

8.4.1 The hacker school

One concern that was voiced by several sources when our experiments came to public
knowledge was that we were training university students to become computer criminals. This
was amplified by some reports in newspapers and television. Fortunately, the spectacular idea of
a television talk show host to broadcast attacking activity live from our computer lab was
dropped a couple of days before it was to go on the air for reasons not having to do with our ac-
tivities. A message that did reach the public, and still haunts us several years later, was that
Chalmers had attacked hospital computers. The journalistic logic behind this conclusion was
that, because we had performed our first experiment on a UNIX system and the hospital admini-
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stration in a nearby county had this type of system, hospitals could probably be attacked in a
similar way and, ergo, Chalmers had trained students to attack hospitals.

What are the facts in this case? In the intrusion experiments, we refrained entirely from
training students in attacking the system, which was necessary to ensure that the data collected
was valid for security modeling. Some students complained about the lack of hints and instruc-
tions from us, since we simply gave them access to a computer network which they were al-
lowed to attack for a limited period of time. We also gave them access to the Internet, where
they could seek information. In 1993, this was not something that students could normally
arrange on their own. Today, any student can afford to set up a computer network in his or her
home, consisting for example of a number of “old” PCs with an Intel 486 processor running
Linux. Internet access is something that most people take for granted today. This change is re-
flected in our approach to the remedy analysis, where we in fact did tell the students how they
could perform attacks. In 1997, this was a much less controversial issue because all the attacks
had been discussed publicly on the Internet and because anyone could try it at home, as ex-
plained above. All along, we have informed the students about what constitutes computer crime
according to national laws, and why certain behavior is inappropriate or illegal.

8.4.2 Informed consent

An important concept in research ethics is informed consent, which means that experiment
participants should be informed of all possible consequences and risks of the experiment, should
understand that information, and should be given the possibility to refuse participation. In the
intrusion experiments, the students who played the role of attackers were of course informed
about the experiment but were not informed that they could refuse and be given another assign-
ment instead, simply because we assumed that they all wanted to participate.

The situation was different for the students who were ordinary users of the system. They
were not informed about the experiments because we did not want them to be more concerned
about security than they normally are. Unknowingly, they played the role of victims. Some were
deceived by forged e-mail to send the attackers their passwords, others had their passwords re-
vealed in other ways and, worst of all, some passwords to other systems were monitored by the
attackers when lab computers were used as terminals for remote access. This is perhaps the most
questionable part of the experiment, with a trade-off between realism and ethical concerns. The
users were not as easily fooled in the later experiments because they had heard about our
previous activities. In fact, any computer malfunction was blamed on the security experiment-
ers.

In the intrusion detection exercise, we wanted to use primarily real recorded data to make the
students feel the realism and relevance of their assignment. Users accessing the monitored FTP
server had been warned through a login banner message that their activities were monitored, and
the passwords for non-anonymous users were never recorded. Still, there can be innocent users
whose transactions appear suspicious in the log file or other privacy concerns. Again, there is a
trade-off between realism and ethics.

8.4.3 Related discussions on ethics

In a discussion of the ethical aspects of spreading information on methods for computer
crime, computer crime expert Donn Parker claims that the intent of the publisher is what mat-
ters [20]. The director of security research at Purdue University, Eugene Spafford, shares this
view [21]. If the intent is to raise awareness and protect systems, then it is ethical (and legal). If
the intent is to encourage people to attack systems, then it is unethical and probably illegal.

At the 21st National Information Systems Security Conference in Arlington, Virginia, in
October of 1998, there was a panel discussion entitled “Do attack/defend exercises belong in the
classroom?”. It is interesting to note that all panelists from academia were in favor of such exer-
cises as part of security education and that it was difficult for the organizers to find a panelist
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with the opposite opinion. One concern brought up in the discussion was that students could use
skills acquired in the exercise for evil purposes. This is however a general concern that is not re-
stricted to computer security; any tool or skill can be used to do evil. A similar view is presented
by White and Nordstrom [22], who claim that it would be more dangerous not to educate future
system administrators in the details of attacking techniques, because they would otherwise be
“sitting ducks” for attackers who possess these skills.

9. CONCLUSIONS

We have presented how we have successfully used students to produce security research data
while at the same time educating the students in applied computer security. The close connec-
tion between research and education has been a motivating factor for the students, and our view
of the students as a valuable research resource has increased our motivation in our role as teach-
ers. At the same time, we have collected valuable research data that could not easily have been
acquired in other ways. In many cases, the dual role as teacher and researcher at a university
leads to conflicts of interest, but we have managed to turn that duality into a fruitful synergy.
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