BIG PROBLEM-BAD SOLUTION: 

The Crisis in Critical Infrastructure and the Federal Solution 
James Adams, CEO UPI 

Online News Summit ’98 

May 18, 1998 

This was going to be a speech about the great things that are happening at UPI. But there are times when the usual self-serving stuff from a CEO has to take second place to bigger issues and this is one of them. 

I’m here today to talk to you about a crisis that is confronting all of us, a crisis that has crept upon us almost unobserved as we have rushed headlong to embrace the knowledge age. The dimensions of this crisis will be spelled out by President Clinton in a major speech this Friday. I wanted to give you some advance notice on what he has to say and some advance warning on why what he has to say is not what we want to hear. 

The theme of his speech will be the threat of terrorism and the threat that poses to the critical infrastructure now and into the next century. And it comes against a backdrop where the government, if not industry, recognizes that defending the critical infrastructure is the number one national security issue confronting us today. Let me give you three brief examples of why this is so. For three months during the summer of 1997, America went to fight a new kind of war. This was not a conflict of bombardments and bullets but of bits and bytes and it was, many military leaders believe, the way wars will be fought in the future. 

The exercise was codenamed Eligible Receiver and was run by the Joint Chiefs of Staff to test the ability of the military and political structure to withstand a concerted cyber attack. A Red Team of outside hackers was allowed to use only techniques and information that could be downloaded from the Web. They were given no insider information and only allowed to attack unclassified systems. 

The attacks focused on three main areas: the national information infrastructure, the military leadership and the political leadership. In each of these areas, the hackers found it exceptionally easy to penetrate apparently well defended systems. Air traffic control systems were taken down, power grids made to fail, oil refineries stopped pumping and the Pentagon saw all as unfortunate accidents and not cyber attacks. Even when key computer controllers failed to turn up for work and their systems were accessed from outside using their personal codewords, no alarm bells rang. 

At the same time, in response to a hypothetical international crisis involving North Korea, the Defense Department was moving to deploy forces overseas and the logistics network was swinging into action. It proved remarkably easy to disrupt that network both by changing orders that, for example, sent headlamps rather than missiles to a fighter squadron, and to interrupt the logistics flow so that if troops had turned up to Miami to fly overseas, there would have been no fuel for the aircraft. 

The political leadership tried to ignore and then cover up what appeared at first to be random attacks. When evasion no longer worked, hackers began to feed false news reports into the decision-making process so that the politicians faced a lack of public will about prosecute potential conflict and lacked detailed and accurate information it what was actually happening. 

The result was a serious degradation of the Pentagon’s ability to deploy and to fight. And even if deployment had been possible, the assessment was that it would have been unlikely that the President and advisers would have committed US forces to conflict. In other words, a team of hired hackers, using commercially available information and artificially constrained by the law and the rules of the game had successfully shown that an electronic Pearl Harbor is not only possible today but could be completely successful. 

On January 22, the first of four power cables supplying electricity to the business district of Auckland, New Zealand’s capital city, failed. Over the next month, the remaining cables failed leaving the city in darkness and 8,500 businesses employing 74,000 unable to operate. Businesses closed, emergency rooms at hospitals had to shut down and the economic growth of the country was cut by .35%. The crisis lasted nearly three months and was only resolved after new cables were laid. 

Ice storms in Canada last January left large parts of Quebec, Ottawa and Montreal without power. The result was an almost total breakdown in normal behavior; it was impossible to get cash from banks and so a barter economy sprang up almost overnight. Food distribution systems failed, three million people were left without power and thousands were forced to live in emergency shelters. The government’s emergency program, which had been developed in the Cold War, collapsed under the strain. 

Both incidents could easily have been created by a well-planned cyber attack and both countries would have been defenseless. America is just as vulnerable. 

What I have described are attacks on the critical infrastructure of a modern society, the parts of a wired nation that keep the country functioning. 

One danger in discussing these topics is to be overly dramatic. Because we are dealing on a dramatic scale. We are talking not of the failure of a single bank, but of our entire national banking system. We’re not dealing with the possibility of an isolated aircraft disaster but rather with the shutdown of Dulles Airport’s air-traffic control system, radars, and runway lights, the whole works. At night, during a storm. With 16 aircraft stacked up for landing. 

I will try to refrain from sounding overly alarmist. However, I will also try to convey the magnitude and urgency of this problem, and I hope you will leave here today with a strong sense of concern. 

Now what is the critical infrastructure? Actually it comprises eight, distinct infrastructures. These are the physical and cyber-based systems that are essential to the economy and the government. 

There’s telecommunications, transportation, electric power, oil and gas, banking and finance, water, emergency services, and the continuity of government services.

Each of these infrastructures or industries is totally dependent on cyberspace for its operation. Totally. They have, in fact, spent billions of dollars achieving this dependence. It’s been a mad race to get on line, to increase efficiency, and to join the information age. Unfortunately, that cyberdependence is what makes each infrastructure so extraordinarily vulnerable to sabotage. 

In the good old days of terrorism, our big threat was physical sabotage. A terrorist might blow up a power relay station. This would cause a temporary power outage that—although costly and inconvenient—would soon be rectified. 

But today terrorism is vastly different. Just as the computer leverages the capabilities and the reach of every person in this room, it also leverages the amount of damage that the terrorist or foreign adversary can cause. That’s the down side of cyberdependence. 

Compounding the vulnerability of cyberdependence is the interdependence—the house-of-cards relationship-that exists between the critical infrastructures. Interrupting any singe critical service has impacts that reach far beyond the industry that is directly affected. 

If someone pulls the power plug, we’re all out of business. If telecommunications go south, the economy won’t be far behind. If Wall Street shuts down for a protracted period, the impact on the nation’s businesses will be unimaginable. Not to mention the effect on the people’s confidence in their economy and their government. 

Your bank might have built the most sophisticated firewall system in the world. Guaranteed to protect sensitive data from outside intruders. But to what avail is the firewall if the communication links that transmit data from one bank office to another are suddenly severed? 

The Federal Government’s efforts to deal with this looming problem started well enough. Back in July 1996, President Clinton created the Presidential Commission on Critical Infrastructure Protection—the PCCIP. Its job was to recommend a national strategy for protecting the critical infrastructure. 

The PCCIP was led by Bob Marsh, a widely respected industry executive and former Air Force general. Eighteen members were chosen, with a reasonable balance between federal and state government and private industry. Working with a staff of 45, the commission spent a year taking evidence from all key areas of civilian and government activities related to the critical infrastructure. 

Now it wouldn’t be a governmental commission if it didn’t come up with a large paper product. And in fact Marsh’s group cranked out a two-foot thick report with 76 recommendations and proposals. At the core were three key policies. 

One, that the critical infrastructure be defended by whatever means necessary. 

Two, that challenges to the infrastructure can only be met by a partnership, between owners, operators, and government. 

And three, that an Office of National Infrastructure Assurance be created under the NSC. One of the important functions of this Office would be—and I quote here—to 

“ensure that a program of public awareness is implemented throughout the country to inform the American public about infrastructure protection. This will include establishment of appropriate curricula in the national education system, from kindergarten through graduate school.”

End of quote. 

Specific recommendations included doubling the government’s $250 million R&D budget for infrastructure protection; establishing infrastructure-specific clearing houses; and setting up an Information Warning and Analysis Center, staffed by government and private-sector employees, to monitor the big picture. 

Obviously the PCCIP took infrastructure protection seriously. 

In October 1997, instead of receiving an endorsement from the President, the report was handed off to an Interagency Working Group, comprised of senior officials from 19 different government departments—Washington’s equivalent of a black hole. 

That group quickly polarized. In one camp was the Justice Department and the FBI. In the other camp was everybody else. The former group wanted a National Infrastructure Protection Center staffed by FBI agents and Department of Justice lawyers. The latter wanted an Information Sharing and Analysis Center modeled after the Centers for Disease Control in Atlanta. 

To make a long and torturously bureaucratic story short, the Department of Justice and the FBI won. Every other agency that opposed the DoJ and the FBI basically had no cash or turf in the fight while the Bureau and Justice had both. In Washington, that matters and so the country is left with a solution that the vast majority of the players did not want. Their policy and proposals were codified in a Presidential Decision Directive that will be spelled out by the President on Friday. That makes it official. 

Let me tell you what I think is wrong with this and what we should be doing about it. 

Underlying this whole secret debate in which none of you participated, was a central but fatally flawed assumption: The government knows what’s best for the Infosphere. They tell and we do. They order and we follow. I don’t think so. 

That was a paradigm that worked well during the Cold War. Governments are very good at creating evolving strategies that can mature over decades. They are good, too, at making a bomb that will make a big bang. They are good, too, at bringing the two together and calling it a policy or even a war. But there is no evidence that governments throughout history have any experience of handling a revolution. And they certainly appear to have no experience of or understanding of an information revolution that is unfolding at a pace far too fast for any government to match. 

Indeed, the very core of democracies is their stability and their ability to withstand violent change. Yet here and now we are expected to accept that this government has the means, the will and the knowledge to proactively master the threats and challenges of the Information Revolution. I don’t think so. 

It’s an interesting word that, proactive. Let’s see how that fits with Justice and the FBI. These are both organizations that exist because they are reactive. They respond to things. Someone robs a bank, the FBI finds him, the Justice Department jails him and if there is enough action on that front we maybe get some new laws. But nobody - and I mean nobody - would describe either Justice or the Bureau as being proactive. And yet, everyone recognizes that what we need now is a proactive approach to the problem. So, can Justice and the FBI deliver? I don’t think so. 

Then we have the technology problem. In the past, government has used its huge resources to drive the technology envelope. The military-industrial complex has been the engine that has not only driven a large part of the American economy but a considerable amount of innovation as well. Today that is no longer so. Is it is the private sector that is forcing change, innovating, driving the technology envelope and it is the government that is playing catch up. Yet, here we are in the surreal situation where the two most technologically inept government departments you can think of are going to be patrolling the most innovative and creative part of the American economy and expecting everyone to listen and obey the rules. I don’t think so. 

The President’s Commission talked of a public/private partnership but there is no evidence that this new structure will allow for that. On the contrary, the experience that some of you may already have had and others in the technology industry have certainly had is that both Justice and the FBI are information gatherers and definitely not sharers of data. Chanting the mantra of  “sources and methods” generations of able Bureau men and women have worked hard to protect the innocent and capture the guilty. Now, they are being asked to abandon what is a central part of their work ethic and share information with the private sector. I don’t think so. 

Finally, and perhaps most chilling, is how this law-enforcement-driven approach may affect the individual liberties that we as a nation prize so highly. It must be understood that whoever deals effectively with the critical infrastructure problem will be privy to what will be, by far, the largest stream of internal intelligence data ever assembled. To work effectively, the FBI will be required to gather intelligence in ways and using methods never before seen in a developed democracy. There is the very real possibility of a huge infringement of civil liberties. Yet, inside the administration over the last seven months this is an issue that has been largely ignored. Yet to do its new job properly, the FBI will have to gather a great deal of domestic intelligence—every e-mail for example and have deep knowledge of every piece of information architecture. That the government should contemplate such a sweeping new arrangement seems to illustrate the old thinking in the government and ignores the new thinking in the Infosphere where individual freedoms are preciously guarded. 

Of course, I stand before you as just one individual and the government, in its wisdom, has concluded that their solution is different. Yet I do not stand alone. I chair a little group, known as The Group, which for the past few months has quietly met every week or two to try and bridge that gap between the public and private sector that currently exists when we think and talk about the critical infrastructure. In the same way as the private sector made much of the running in making policy on nuclear matters, so I felt that my group might also make a modest contribution in that regard. 

We—and we includes some prominent former intelligence officers, chief executives, academics and politicians—have consistently heard the same message from all those inside and outside government who have come to talk to us: there must be cooperation if we are to protect the critical infrastructure. 

In the past few weeks as government policy has come together, I have talked with current and former members of the intelligence community, members of the administration and chief executives of several of the companies the government will have to deal with if their policy is to work. Without exception, all believe this new policy is designed to fail. 

So, what next? President Clinton will make his speech on Friday and nothing I can say will change that. Indeed, the speech is a very welcome first step in raising the public profile of an issue that will the subject of considerable debate both here and overseas. And the administration is to be commended for having the courage to tackle the problem at all. But, after the speech, the new bureaucracy will begin to take shape and the unwieldy machinery of government will swing into action. 

But I believe it is not too late. And that is precisely why I have selected this venue to examine the problem and to criticize the Administration’s approach. You, ladies and gentlemen, will be principal players in the solution. 

You are the eyes and ears of the nation. In a very real sense you are the most critical part of our critical infrastructure. Each and every one of you has a key role to play in the critical infrastructure. You are all vulnerable and so are your companies. It might be your child coming back from college in the plane that crashes because the air traffic control system is hijacked. It is your elderly parent who suffers in the winter when the power grid goes down. It is your car that crashes when the traffic lights don’t work and it is your child who dies after drinking untreated water because the filtration system’s computers are spiked. 

You should be invested in the solution. Indeed, you must be invested in the solution to make it work. Yet so far, industry has been dumb. Policy is being made in a vacuum because there is no voice outside of government arguing a common cause that is for the corporate and public good. 

It is time for us to find our voice. To do that we must first understand the issues—and I’ve tried to set some of them out for you today. And then we must speak—no, shout. But I am not arguing for a shouting match. Far from it. This debate should be about cooperation and not confrontation. A solution that is acceptable to us all driven by the needs of a dynamic private sector and a legitimately concerned public sector. 

If the government does not hear our voice then we cannot complain if the result is bad policy that none of us like. So I call on each and every one of you in this room today to listen carefully to the President on Friday, look behind the presentation at the substance and then learn what effect this will have on you and your industries. 

These are very high stakes. This is about the future stability of our nation. It is about future prosperity. It is about liberty. Freedom. It is about all of us. 

