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1 . 0   S e c u r i t y  i n  C o n v e r g e d  N e t w o r k s

Attacks against networks and computers, threatening the operation of businesses and the privacy of 

corporate and personal data, continue to make headlines.  Security in network design can no longer be an

afterthought, but rather a pervasive system characteristic.  Security is an essential element of information

technology (IT) infrastructure and applications.  Security must be at the forefront of concerns of every IT

manager.

The business climate today dictates that enterprises find ways to perform optimally.  Directives to 

squeeze every drop of superfluous expense off the books are particularly common in IT Departments all

over the world.  This and other factors have made enterprises consider the advantages of converging their

networks.  Voice and data networks are becoming one.  Business applications, including voice applications,

are converging to a common network infrastructure based on the Internet Protocol (IP) for the hope of

gained efficiencies and lowered network expenses.  However, converged networks are the very same 

networks that are being attacked.  Attacks are growing and constantly evolving.  In this environment it is

particularly critical to select appropriate networking devices, security models, and applications that ensure

secure, continuous enterprise networking operation.

The following paper describes converged networking security considerations and guidelines for IT 

managers and architects who are addressing converged infrastructure and application security.  Whereas

this paper focuses specifically on security considerations, readers may refer to Avaya’s Converged

Networks white paper for more details about converged networks.i

2 . 0   A v a y a ’ s  V i s i o n  – T h e  E v o l u t i o n  t o  C o n v e r g e d  C o m m u n i c a t i o n s

Enterprises are evolving now more than ever. Driven by the need to become more virtual and global, 

enterprises are evolving toward Converged Communications in three phases as shown in Figure 1.

In the initial phase, enterprises have separate voice and data networks. When an enterprise decides to

build-out its IP network in order to leverage a single network for both voice and data, the enterprise is

shown to be moving to the Converged Networks phase.  In this phase the emphasis is on enhancing the IP

network performance via QoS and reliability features to handle real-time, mission critical enterprise and

communication applications. As enterprises become virtualized and ubiquitous end user capabilities

emerge as a critical business need, an evolution of the enterprise to Converged Communications is 

necessary. 
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Figure 1: Evolution to Converged Communications 

As enterprises evolve parts of their infrastructure from one phase to the next they will naturally be in more

than one of these phases at the same time. For example, the majority of enterprises today are transitioning

between Traditional and Converged Networks, with a few visionary enterprises starting to transition to

Converged Communications. Due to the majority’s gradual migration, it is essential that the solutions

being offered by the communication’s industry like those provided by Avaya are evolutionary enough to

accommodate existing infrastructure and investment, while at the same time robust enough to provide a

new foundation to support emerging applications and services. 

As enterprises migrate from Traditional to Converged Networks and then to Converged Communications,

there is increasing disaggregation and modularization of components and applications, with a correspon-

ding increase in flexibility and cost efficiency. As systems become more modularized, they can be applied

in a heterogeneous network, which in turn adds more value to the enterprise, as they are not forced to

replace all of the components in their network.   Adding value to the enterprise by optimizing new and

existing investments while supporting the IT vision of the future evolution of communications technology

is an ideal solution in any business environment. 



2 . 1   C o n v e r g e d  N e t w o r k s

Converged networks result from designing a common enterprise, networking infrastructure to accommo-

date both data and voice communication (Figure 2).  The basic network infrastructure is designed to allow

IP telephony communication to occur within an enterprise with quality of service guarantees.  The network

architecture may support single site, multi-site, branch office, remote office, and mobile workers to deliver

voice and data content.

Figure 2: Converged Network

Establishing and securing enterprise networks requires comprehensive policies and processes to be in

place.  Technology alone cannot make an enterprise secure.  Establishing a security policy is the initial step

that an enterprise must take toward defining and deploying its own security plan.  It is outside the scope

of this document to describe the details in a security policy and the process for defining a security plan.

There are many publications on the topic.  The Site Security Handbook, RFC 2196, is one such document

that may be referenced for additional information.ii
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C o n v e r g e d  E n t e r p r i s e  N e t w o r k



An opportunity offered by converged networking is to provide a seamless security infrastructure that pro-

tects against attacks on network devices as well as on applications.  In the traditional environment, voice

networks, data networks, and voice and data applications are often implemented using unique security

mechanisms to detect and respond to attacks.  Firewalls and intrusion detection systems (IDS) can prevent

and detect attacks on the data network.  Application specific mechanisms, coupled with management 

systems, are designed to detect voice network and data application attacks.  In the converged network, a

seamless yet comprehensive security infrastructure is possible.  

The converged security infrastructure provides device protection that recognizes and responds to attacks,

as well as application protection to control access and to recognize and respond to detected abuse.

Delegated administration of the security infrastructure permits segmentation of work tasks to the 

responsible job classification.  This segmentation is typically dictated by the security policy to flexibly 

manage security operations.

Enabling improvements and flexibility to enterprises’ business continuity planning and disaster recovery 

is an important benefit of converged networks.  For example, business continuity planning, the proactive

process that identifies potential threats to the operation of key business functions and forms plans for con-

tinuing those functions when a disruption develops, is afforded new alternatives for distributing critical

business capabilities through the convergence of voice and data onto a common infrastructure.  Disaster

recovery, the activity of returning a business function to normal or degraded operation following a fore-

seen or an unforeseen event, find that applications and information are easily partitioned, transferred, 

and remotely accessible due to the flexibility of IP networks and wireless networks.

Although networking equipment and application capabilities may support business continuity plans and

disaster recovery, they are only part of a larger set of policies, plans, and infrastructure.  Converged net-

working features such as automatic failover to remote locations and calling precedence and preemption

can play a part in executing business continuity and disaster recovery plans.  However, to leverage such

features enterprises must have policies, procedures, and plans in place to deal with disaster and disrup-

tion.  Avaya’s new Business Realities Web site offers insight into achieving business continuity through

communications technology.iii
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2 . 1 . 1   T h r e a t s  i n  C o n v e r g e d  N e t w o r k s

Deploying voice applications on the converged infrastructure exposes the applications to new threats of

disclosure, integrity, and denial of service.  Each threat and threat category highlight the potential for the

loss of significant tangible and intangible business value.

Disclosure

Threats of disclosure include eavesdropping.  Eavesdropping involves listening to conversations that

would otherwise be private.  In the data world eavesdropping involves sniffing network packets for data

that can be interpreted in real-time or saved for later analysis or playback.  In the converged space, the new

eavesdropping threat involves sniffing voice conversations.  The probability of being vulnerable to eaves-

dropping increases as voice applications move to converged networks because shared IP networks are

directly accessible with wider user access and thus are easier to sniff for traffic than are traditional voice

networks.

Privacy of stored data is also of concern.  Stored data represents intellectual property, configuration infor-

mation, transaction history, log files, and other information that is proprietary to enterprises.  In total, loss

of proprietary information makes up a significant portion of the total dollar loss due to security breaches;

$170M as reported in the 2002 CSI/FBI Computer Crime and Security Survey.iv Aside from the direct loss

of proprietary information, stored communication records can be used to construct a traffic analysis.  A

traffic analysis reveals the proprietary behaviors of an enterprise and potentially allows the patterns of

movement of specific employees to be tracked and targeted.

Historically, access to private data is protected differently in traditional networks than converged net-

works.  In traditional networks, voice devices are not connected to the IP network.  Physical security, i.e.

maintaining equipment within locked rooms (communication closets), is a significant part of the traditional

network’s security strategy.  Data contained within a device is difficult to attack when systems are less

accessible.  Though the data still needs to be protected, a certain amount of protection is gained through

physical security means.  In converged networks, all devices are connected to the IP network.  As a result,

communication devices are more readily open to attacks to gain unauthorized access.  Stored messages,

call history records, configuration files, interactive voice response scripts, and log files are all potentially

vulnerable.  

Encryption can prevent disclosure threats.  Encrypting media streams is one technique to prevent disclo-

sure of voice conversations.  Encrypting stored files is a technique to prevent loss of sensitive data.  Access



to data for the purpose of decryption must be controlled using strong authentication and authorization

techniques such as challenge-response techniques, one-time passwords, and role based access control.

Thus encryption is valuable but not sufficient to protect against disclosure.

Integrity

Integrity threats are threats based on the insertion of bogus content into files or communication streams.

Attackers may insert malicious or misleading data into unprotected files.  When read or executed with the

assumption that the files have integrity, the corrupt files may disrupt system operation.  Attackers may also

change the contents of data as they are transferred resulting in the improper interpretation of the data.

Another integrity threat involves an attacker spoofing the identity of a valid user.  When successful, the

imposter may gain access to proprietary information or systems and operate with the full privileges of the

impersonated user.

Authentication and signing techniques are used to prevent integrity threats.  Users, devices, and applica-

tions should always be authenticated and authorized before they are allowed to access converged network-

ing resources.  For example, phones that are connected to a network should be authenticated prior to

allowing access to feature servers that enable placing calls.  

Man-in-the-middle attacks leverage a lack of integrity checking in order to attack a system.  A man-in-the-

middle will trick both parties in a communication link into believing that they are communicating directly

with one another when in fact they are each communicating through the man-in-the-middle.  With this

type of attack, the man-in-the-middle can disrupt operation of the network or steal information.  Signing

and verifying the content of communications is a technique to avoid man-in-the-middle attacks.

Denial of Service  

Denial of Service (DoS) attacks typically flood the network, or a device, with traffic in an attempt to render

a device, or the entire network, to be unusable by authorized users.  Distributed Denial of Service attacks

(DDoS) occur when an attacker gains control of multiple computers and directs them to simultaneously

attack a single target.  This type of DoS attack is more difficult to thwart because the perpetrators are more

numerous.  DoS attacks take many forms that include ICMP Floods, TCP SYN Floods, and UDP Floods.v

Many DoS attacks can be avoided by using implementations that follow the Internet Engineering Task

Force (IETF) Site Security Handbook RFCs 1918 (Address Allocation for Private Internets) and 2827

(Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP Source Address

Spoofing).vi Network and host based intrusion detection systems and other special purpose devices or
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software can be used to detect the signature of an attack as it is happening and to automatically thwart the

attempt or to alert an administrator.  Good product development and network engineering practices help

assure that systems are resistant to buffer overflow attacks.  Detailed descriptions of specific DoS attacks

can be found at the SEI Computer Emergency Response Team (CERT) Web site.vii

One common DoS attack technique, buffer overflows, may not only crash the targeted device but also be

used as a means to gain control of the target and permit the attacker complete, privileged access.  Avaya

has developed an open-source library, Libsafe™, which detects and prevents a certain class of buffer over-

flow attacks, as well as format string attacks.viii Libsafe provides stack protection in the Linux operating

environment by intercepting unsafe functions and validating the safety of function parameters.  The library

routines prevent a major source of buffer overflow attacks that may occur in applications, especially those

that provide remote services and execute with root privileges.

Theft of service is a type of attack common in traditional and converged networks that results in a loss to

enterprises but may not appear directly as loss of access to network equipment or applications.  Theft of

service in a converged network may involve the unauthorized use of resources to make voice calls over the

traditional telephone network.  In such cases, toll charges for the call are billed to the enterprise instead of

to the caller.  This type of threat, toll fraud, results in an estimated $12B loss per year to enterprises world-

wide.ix

3 . 0   S e c u r i n g  t h e  C o n v e r g e d  N e t w o r k

Despite the known and emerging threats to converged networks, the many benefits of combining voice

and data traffic on an Enterprises IP network usually outweigh the increased risks.  Taking steps to thwart

attacks on a converged network can mitigate the risks.  Strategies in enterprise converged network security

involve three basic areas:

• Securing the enterprise infrastructure, 

• Securing converged networking communication applications, and 

• Securing services and maintenance access.



3 . 1   S e c u r i n g  E n t e r p r i s e  I n f r a s t r u c t u r e

Enterprise networking infrastructure needs to be protected against threats originating from outside the

enterprise network perimeter as well as from threats originating inside the perimeter.  The Computer

Security Institute computer crime and security survey contains data to show the potential for loss to enter-

prise assets from a variety of threats.x Protection must be considered against a number of threats including

threats against theft of proprietary information, sabotage, fraud, eavesdropping, and unauthorized insider

access.  The survey of real-life experiences makes it clear that a security policy and technical solutions must

be used together to protect the enterprise network.

A well accepted logical model for protecting the enterprise infrastructure consists of several layers as

shown in Figure 3.  The model shown represents 4 logical layers; ubiquitous protection for enterprise

resources, control infrastructure for validating users and access to resources, perimeter protection for

guarding access to enterprise networks, and extended perimeter protection for enterprise assets when they

leave or are accessible from outside of the enterprise perimeter.  The value of this logical model is to

describe large-scale areas of concern that need to be addressed when considering enterprise security archi-

tecture.  Solutions to these areas of concern should be factored into any network security design.  Avaya

offers solutions, described below, for addressing specific aspects of the layered model.

Figure 3:  Layered Security Architecture - logical view
(Based on Burton Group’s Layered Security Model, which appeared in a May 2002 TeleBriefing presentation)xi
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3 . 1 . 1   R e s o u r c e  S e c u r i t y

Network resources, including servers, services, data, and endpoints must be protected in a way that 

supports the enterprise security policy.  Resources must support the integrated, enterprise-wide approach

to access control, auditing and alarming and often must be remotely serviceable, configurable, and

upgradeable.  Resources need to support enterprise requirements for redundancy and disaster recovery

and must perform gracefully and predictably when under attack.

3 . 1 . 2   C o n t r o l

Access to enterprise resources is strictly regulated by rules and policies that apply enterprise-wide.  The

control layer represents the rules, policies, and mechanisms for authentication, authorization, and access

control to resources.  Directories and management capabilities for defining and enforcing consistent 

security policy support the functionality of the control layer.

3 . 1 . 3   P e r i m e t e r  P r o t e c t i o n

The perimeter of the enterprise network is expected to be a well-defined boundary protected by firewalls,

IPSec VPN remote access, and intrusion detection systems such that bad elements cannot gain unautho-

rized access to enterprise resources.  Common threats and challenges to protecting the perimeter of data

networks are well known.  However, in a converged environment, the data network alone does not form

the perimeter.  The perimeter consists of both circuit switched networks and data networks combining to

create potentially new avenues of access.  A well-known example of this is using modems for remote

access.  A particularly challenging situation exists when an unauthorized modem is attached to an employ-

ee workstation enabling a bridge between the public phone network and the enterprise data network.  An

attacker can gain access to the enterprise data network by finding the modem, perhaps by war dialing, and

taking control of the victim’s computer.  The unauthorized bridge represents a vulnerability to the enter-

prise network.  It is essential that any emerging security strategy account for traditional threats as well as

emerging threats.

Threats and loss due to security breaches from within the perimeter are becoming increasingly more 

common.  In addition to threats posed by humans accessing the network directly, malicious viruses and

worms are often leaked through the enterprise perimeter.  To protect the internal network from the defined



perimeter as well as providing protection from internally launched attacks, a partitioning of the network

for security purposes is necessary.  Deploying departmental firewalls, distributed firewall systems, 

defining separate security domains, and defining VLANs provide ways of addressing the threat.

IEEE 802.11 based wireless LANs (WLANs) when deployed and configured inside an enterprise network,

if not supplemented with appropriate access control mechanisms, can lead to unauthorized access through

the perimeter.  The weakness of current WLAN security (i.e. Wired Equivalent Privacy (WEP)) has been

documented many times in related technical publications.  Available public domain software such as

AirSnortxii and WEPcrackxiii bear practical testimony that it is easy to exploit Wireless LANs without detec-

tion.  The current standards activity taking place to fix this issue, under IEEE 802.11i Task Group, is already

on its way to addressing the data origin authentication, key distribution, confidentiality, message authenti-

cation and replay protection problems to achieve true wired equivalency security.  

With these weaknesses being known, proper configuration and operation of the WLAN is necessary to 

prevent successful attacks.  Some techniques for securing the wireless network include; 

• Setting the set ID (SSID) to something other than the factory default; 

• Enabling WEP or WEP 128; 

• Using per-user, per-session keys; 

• Enabling mechanisms, such as WEP Plus, for avoiding weak WEP keys

• Avoiding reliance solely on MAC address based authentication;

• Setting access control filters on access points; 

• Using Extensible Authentication Protocol (EAP) based authentication with Transport Layer Security

(TLS) or Tunneled Transport Layer Security (TTLS) where available; 

Avaya’s wireless networking solutions go beyond the security offered with most wireless systems. The

access point authenticates clients through a backend authentication server, typically using RADIUS.

Protection against eavesdropping is achieved using 64 bit or 128-bit WEP encryption. WEP encryption keys

are automatically generated and distributed on a per-user, per-session basis at the end of the authentication

process and implicitly thereafter when the current key count rolls over.  Use of the WEP Plus scheme

enables avoidance of weak RC4 keys that would otherwise be vulnerable to attack using readily available

attack tools.xiv
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Avaya’s Wireless Solutions are augmented by Avaya™ IPSec VPNs to provide end-to-end security.  Avaya

IPSec VPN solutions overcome the shortcoming of the current WEP models by providing security from

wireless endpoint deep into the wired network.  

3 . 1 . 4   E x t e n d e d  P e r i m e t e r

The extended perimeter allows remote workers, partners, and suppliers access to specific, well-controlled

resources within the perimeter.  IPSec VPN remote access enables extending the perimeter in ways that

scale from low-end individual remote workers and small offices to large sites with high bandwidth needs.

Extending the enterprise perimeter adds to the load of managing the network as identities and configura-

tions need to be managed for individuals and equipment that are outside of the enterprise proper.  As a

result, remote management capabilities become increasingly more important.

The Avaya IPSec VPN remote access solution, the Avaya™ VSU series, offers network architects a scalable

solution from the Small Office Home Office (SOHO) to a large carrier.  The VSU provides standard site-to-

site and IPSec VPN functionality along with an award winning management interface that has consistently

won the praise of reviewers.xv The Avaya IPSec VPN solutions lower total cost of ownership by supporting

remote deployment, configuration, and maintenance that is especially well suited for smaller remote offices

where IPSec VPN and security experts may not be readily available.

3 . 2   S e c u r i n g  C o n v e r g e d  N e t w o r k i n g  C o m m u n i c a t i o n  A p p l i c a t i o n s  

Communication applications that take advantage of converged networking infrastructure must themselves

be protected against security threats.  Applications need to provide strict enforcement of access control

policies, assurances of secure data handling, consistent auditing and alarming, secure administration, and

pervasive denial of service protection.  Taking these measures will help protect against unauthorized

access, data loss, and resource theft.  Furthermore, intruders and suspicious application access trends can

be tracked and reported.

3 . 2 . 1   V o i c e  S e c u r i t y

In the converged networking environment, voice security carries with it the concerns of the traditional 

circuit switched voice world as well as the concerns of the data world.



Traditional voice security 

Traditional voice switching security includes mechanisms that make abuse and disruption of the enterprise

investment difficult.  Administrable features that control the capabilities of endpoints are used to restrict

access and potential abuse.  General policies to block calling party numbers as well as called party num-

bers can be readily administered to prevent known malicious attackers as well as to prevent misuse of out-

bound dialing.  Secure access gateway devices provide strong authentication with one time passwords for

remote maintenance access through modems.xvi Call logging (via Call Detail Records), access logging, and

auditing capabilities make intrusion and misuse of long distance calling easy to detect.  Telephone equip-

ment configurations are routinely backed-up for redeployment in the event of disaster.  Passwords may be

required before using a telephone in order to verify the caller to the system.  Services are in place, in sup-

port of system purchases, to train enterprise employees in the secure configuration and use of the system.

Additional training is used to educate entire enterprises on detecting and responding to unsecured use of

traditional voice systems.

Toll fraud is prevented through a variety of means involving the inclusion of special provisioning and

application control features, consistently strong system configuration, call and access activity logging,

auditing various logs, vigilant services’ personnel and service agreements, and regular third-party 

security audits.

Avaya instituted a Toll Fraud Indemnity program in the early 1990s to protect customers against theft of

service.  This program is part of an Avaya Services offer and insures customers against certain toll fraud

losses.  As a part of the agreement, Avaya performs security audits of the covered devices to assure that the

device is configured securely.

IP Telephony Security 

Voice application security in an IP telephony environment includes the security features of traditional

telephony and adds the ability to conduct private phone calls in an open IP environment.  In the IP teleph-

ony environment, phones need to be authenticated prior to being used for voice service.  Voice content,

which often travels in the clear on IP networks, may be encrypted to discourage eavesdropping attempts

within the enterprise perimeter.  Typical threats, such as DDoS exist, however, the network infrastructure

should detect and thwart attacks using intrusion detection and other means.  Phones themselves provide

access control and secure software update in order to prevent misuse and allow repair of the underlying

telephony platform.  Remote access to media servers and gateways is strictly controlled to avoid disruption

of the IP telephony service.
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Avaya continues to utilize authentication of its IP telephony endpoints and servers to protect against

integrity threats.  This feature provides authentication between Avaya™ IP Terminals, IP Softphones and

the Media Gateway.  Without proper authentication the IP telephony endpoint will be denied service.

Overall, authentication prevents the unauthorized used of Media Gateway and server resources, minimizes

the potential for spoofing attacks from unauthorized devices and intruders, and minimizes the potential

for loss via Toll fraud for calls that terminate on a carrier network.

IP telephony communication without media encryption is susceptible to unauthorized tapping attacks

within the customer LAN/WAN as well as during traversal of public, and possibly unprotected IP net-

works.  Avaya utilizes IP telephony traffic encryption as one mechanism to protect against threats of disclo-

sure.  Avaya™ Media Gateways and Servers assist in negotiating a secure encrypted session for voice com-

munication between Avaya IP endpoints.  This approach encrypts the voice from the origin to the destina-

tion over an enterprise LAN/ WAN such that an IP sniffer cannot decipher the conversation.  Encryption

of voice traffic thwarts eavesdropping attempts and provides an additional level of privacy to IP telephony

users.  

An approach commonly deployed today for protecting IP voice traffic is to encrypt just the WAN portion

of the IP telephony traffic using IPSec VPNs.  While this approach protects a portion of the call, it leaves

the LAN portion of the call susceptible to eavesdropping.  Complete, end-to-end IP voice encryption offers

a stronger, more private voice communication infrastructure.

3 . 2 . 2   M e s s a g i n g  S e c u r i t y  

Multimedia messaging applications contain confidential and proprietary enterprise assets that are invalu-

able.  The amount of trust that users have with messaging systems translates directly into more effective

use of the system by permitting it to secure sensitive information.  Strong built-in security coupled with

strong enforcement of enterprise security policy assures messaging system security.

Messaging systems collect data in a secure manner from Web, phone, or application interfaces and store

the data securely in a way that cannot be compromised over long periods of time.  Message information,

be it voice, fax, or text, is stored using means that require controlled access for retrieval.  Access control is

strongest when consistent enterprise security policies are followed and rules for proper password construc-

tion, aging cycles, and authorization revocation are strictly enforced.



3 . 2 . 3   C u s t o m e r  R e l a t i o n s h i p  M a n a g e r  ( C R M )  S o l u t i o n s  

CRM solutions are more often than not built and operated using secure means and policies beyond the

security provided by the operating system.  This is the case because the sensitive information in a CRM

center needs to be protected.  This sensitive data needs to be protected and the application needs to restrict

access and control of this data depending upon the role of the user.  For example, a customer service repre-

sentative (CSR) may be able to see the last 4 digits of a Social Security Number (SSN), while a Supervisor

or a CSR with special permission is allowed to see the entire SSN.  This level of protection extends to call

center operational data that includes: call center operation, agent schedules, call lists, call center perform-

ance and efficiency, and upcoming promotions.  Because of the various types of sensitive data contained

within CRM systems, Avaya maintains that access to systems and resources within a CRM center needs to

be strictly controlled.  

In tackling the security issues to be found in CRM solutions, there are at least two further considerations.

CRM systems are most often found in customer care centers where employee turnover can be high and in

service bureaus where the customers can change frequently.  Therefore security needs to be both flexible as

well as easily manageable.  Furthermore there is a need to support multiple applications, each with a simi-

lar if not the same security needs.   To meet these needs, a security system should ease the administrative

burden as well as the exchange of authorization information between trusted parties to support Single

Sign-On (SSO). 

An approach to security that meets the need for flexible security requirements and ease of administration is

Roles Based Access Control (RBAC).  The basic premise of RBAC is that an administrator: 

• Creates a role based hierarchy that matches the business/organizational security needs

• Assigns to these roles a set of permissions to perform operations (read, write, execute) on objects

(applications, files) 

Then a supervisor (or administrator for administrative roles) can

• Assign users to a base role(s) from which permissions are also inherited from its parents

In this manner, a user can be moved between one or more roles as permission requirements change, includ-

ing the ability to dynamically grant proper levels of access during a users working hours of the week and

then entirely preventing access when out-of-hours or off-shift.  A proposed NIST standard for RBAC 

provides additional information.xvii
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Of course, RBAC depends on a user being identified before being given permissions through the appropri-

ate administered roles and the authorization needs to be supported across applications.  A recent entry in

this arena between trusted parties is the Secure Access Markup Language (SAML), which is a start on shar-

ing authorization information among trusted parties.xviii This support leads to a means for supporting

SSO.  The user, of course, still needs to be authenticated – by LDAP Bind, Kerberos, Win NT, PKI - or other

means, but once authenticated, then SAML (again between trusted parties) and RBAC is one means to sup-

port the general security requirements for CRM applications.

The focus herein has been on users and security related to access to information via these applications.

CRM also must deal with devices in addition to controlling access to data within a CRM system.  Each

device that is part of the CRM solution holds to the security characteristics described earlier.  Device access

is controlled and communications are protected using security mechanisms appropriate to the enterprise

needs and system deployment.

3 . 3   S e c u r e  S e r v i c e  a n d  M a i n t e n a n c e  A c c e s s  

Secure remote access for network monitoring and maintenance is an essential part of maintaining network

and application security.  The capability to automatically detect and correct equipment problems is a key

step in addressing potential security violations.  A secure access approach that provides the strongest

authentication means, such as one-time passwords and challenge and response techniques, for granting

access to specific equipment and applications within the perimeter is necessary for services and mainte-

nance.  Using strong authentication is particularly important in this area since maintenance personnel

require access to many sensitive resources of a system.

Avaya’s remote service and maintenance solutions have consistently had high security as an important cus-

tomer need.  Traditional access is via a private line modem in which access is obtained only after successful

challenge and response authentication takes place using one-time passwords. The future of remote servic-

es, as with many aspects of technology, is via the Internet.  As such, Avaya has developed the sophisticated

Avaya™ Secure Services Gateway (SSG) that includes a firewall/VPN solution that is customer controlled.

This new high-speed solution provides customers the capability to control access to their network perime-

ter and enforce the customer’s own security policy.xix Figure 4 provides an illustration of services access

through the SSG.  Remote servicing personnel are challenged by the SSG platform before being granted

access to service equipment on the customer premises.



Figure 4 Secure Remote Access for Servicing

4 . 0   S e c u r i n g  Y o u r  C o n v e r g e d  N e t w o r k

A comprehensive approach to enterprise security is important, can save money, reduce risk against loss,

and enable new opportunities.  A comprehensive approach begins with an enterprise security policy and is

implemented by applying a cohesive set of interoperable equipment and applications.  The security policy

needs to account for a variety of system needs including the partitioning of the network and the protection

of data and devices for security purposes.  With the security policy in place, network design and device

selection can be done in support of the policy.  The devices and applications selected to implement the net-

work design must have security characteristics that afford the level of protection consistent with enterprise

needs.
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The Avaya Network Consulting Services team helps enterprises to adapt to the security challenges of con-

verged networking.  The team of security experts complements Avaya’s industry unparalleled solutions by

ensuring enterprises adapt to the security challenges of converged networking and by improving the secu-

rity of traditional data-only networks.  The Avaya security services group provides solutions for converged

networks in areas such as Voice over IP, Unified Messaging, CRM, and Secure Remote Access.xx

The highly experienced security consultants at Avaya secure these converged applications and data net-

works with three core service offerings.  Network security assessments are offered to accurately depict the

current security posture of the customer’s network, and to provide recommendations on how to improve

enterprise security.  Corporate security policy creation and review gives the customer a clear picture of the

policies and procedures they need to properly secure their critical data.  Security architecture design servic-

es secure the customer network and data by providing custom security solutions utilizing proven security

design philosophies and products.

In summary, Avaya is committed to lead against emerging security risks, offers a comprehensive set of con-

verged network solutions and services that address a large set of known security issues and can be inte-

grated into an enterprise’s existing infrastructure.



5 . 0   O t h e r  R e f e r e n c e s

Security and the Avaya™ S8700 Media Server - http://www.avaya.com/enterprise/whitepapers/lb1744.pdf 

i A more detailed description of converged networks is found in the Converged Networks white paper that

is available at www.avaya.com or can be obtained from your Avaya representative.

ii The Internet Engineering Task Force Site Security Handbook, RFC 2196,

http://www.ietf.org/rfc/rfc2196.txt

iii Avaya’s new business realities web site — http://www.businessrealities.com/

iv Computer Security Institute/ FBI, 2002 Computer Crime and Security Survey,

http://www.gocsi.com/press/20020407.html

v TCP Syn Flood attack (re: http://www.cert.org/advisories/CA-1996-21.html)  — A TCP Syn Flood attack

occurs when an attacker attempts to establish a connection to a victim, but purposely never completes 

the initial TCP handshake.  If performed a sufficiently large number of times, it will cause the victim to

consume all internal data structures allocated for this purpose, and subsequently, cause the victim to hang

or crash.

UDP Port DoS attack (re: http://www.cert.org/advisories/CA-1996-01.html) — When a connection is 

established between two UDP services, each of which produces output, these two services can produce 

a very high number of packets that can lead to a denial of service on the machine(s) where the services 

are offered. 

ICMP (i.e., Smurf attack) Flood (re: http://www.cert.org/advisories/CA-1998-01.html) — In the “smurf”

attack, attackers are using ICMP echo request packets directed to IP broadcast addresses from remote 

locations to generate denial-of-service attacks.

See CERT for additional information on these attack types http://www.cert.org/

vi The Internet Engineering Task Force web site http://www.ietf.org/rfc/rfc2827.txt,

http://www.ietf.org/rfc/rfc1918.txt

vii http://www.cert.org/tech_tips/denial_of_service.html
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viii Information about Libsafe can be found at http://www.research.avayalabs.com/project/libsafe

ix Communications Fraud Control Association — http://www.cfca.org/

x Computer Security Institute/FBI, 2002 Computer Crime and Security Survey,

http://www.gocsi.com/press/20020407.html

xi Based upon Burton Group’s Securing the Virtual Enterprise Network layered security model May 2002

http://www.burtongroup.com/events/downloads/pdf/tb127.pdf (

xii AirSnort http://airsnort.shmoo.com/

xiii WEPcrack http://sourceforge.net/projects/wepcrack

xiv Scott Fluhrer, Itsik Mantin, and Adi Shamir, Weaknesses in Key Scheduling Algorithm of RC4

http://www.drizzle.com/~aboba/IEEE/rc4_ksaproc.pdf

For additional information on WEP Plus refer to

http://www.orinocowireless.com/upload/documents/WEPplusWhitepaper.pdf

xv Recent VSU and VPN Manager Awards can be found under the product resource pages of the 

associated products found at http://www1.avaya.com/enterprise/who/docs/product16.html

xvi See Application Note at 

http://www1.avaya.com/enterprise/whitepapers/protectingpasswordsusingmv.pdf

xvii http://csrc.nist.gov/rbac/

xviii Refer to the OASIS Consortium for more information on SAML http://www.oasis-open.org/

xix For more information see Application Note “Protecting Passwords Using MultiVantage™ Software

ASG Feature” 

xx More information about Avaya Network Consulting Services can be found by contacting

ncssecurity@avaya.com
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on Avaya for secure network infrastructures and reliable voice and data applications. 
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