
 

[Editor’s Note: The following excerpt is from the free eBook The Practical Guide to 
Compliance and Security Risks (Realtimepublishers.com) written by Rebecca Herold and 
available at http://www.netiq.com/offers/practical/default.asp.] 

 

Book 1: The Practical Guide to Assuring Compliance 

In today’s integrated, regulated, litigated environment, it is necessary to provide assurance to 
customers, business partners, regulators, and sometimes even the courts that you have done your 
due diligence in securing your IT infrastructure. New and updated United States laws are 
increasingly making corporate management responsible for ensuring compliance, as companies 
face substantial fines and penalties for not doing so. Existing and emerging global security and 
privacy laws and regulations make keeping up with multinational compliance requirements 
imperative. 

Organizations must have a business-based security framework built upon leading practices that 
not only allow compliance with policy and regulations but also provide a way to proactively 
identify risks, document compliance gaps, and report the state of the current security 
environment. The security framework must provide a sustainable process that allows for ongoing 
management of risks and compliance and must be built upon leading practices, accepted 
standards, contractual requirements, and applicable laws. 

� Executives must implement information security programs and demonstrate due diligence for how 
their organizations’ processes information. 

Basing Security upon Service Management 
Security should be part of the larger information management process and strategy and should be 
service management based. This epitome is accomplished through the creation and 
implementation of a shared security service implementation program and framework composed 
of 

• Security architecture—The governance for security through which organization-wide 
policies are created and maintained 

• Operational management—How and what the security and compliance areas do to offer 
security services throughout the organization to implement information security 
governance 

• Certification and verification—A structured framework through which governance is 
implemented and ensured throughout the organization’s business units 

) Automate your certification and verification processes as much as possible to ensure consistency and 
efficiency with these important tasks. 
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Identifying Risks to Executives 
Executives have increasing exposure to information security risks as technology advances and 
new laws and regulations are implemented. Executives are susceptible to risks such as 

• Not being aware of existing risks within the organization and not knowing which risks 
are most significant 

• Failure to create, support, and communicate an adequate and effective security culture 
and control framework to meet business needs 

• Failure to effectively delegate responsibilities for risk management throughout all levels 
of the organization 

• Failure to detect where security weaknesses exist within the organizational business units 

• Failure to successfully monitor risk management activities to ensure compliance with 
policy 

� Security is not a one-time effort. IT environments keep changing, new laws and regulations are being 
passed every day, and new security risks can occur or develop at any time. 

Making Security a Business Responsibility 
Information security must be viewed as a business responsibility and must be shared by all 
members of business management. It is most effective to incorporate security throughout the 
business units by creating a security management oversight council to ensure that there is clear 
security direction and apparent management support for security initiatives. Such a council 
should promote and enhance security within all business processes by applying appropriate 
commitment and adequate resources. 

For some organizations, the oversight council may be part of an existing management body. In 
others, it will be most effective to create a new group of managers to oversee security. Typically, 
an information security oversight council 

• Reviews, approves, and visibly supports information security policy and overall 
responsibilities 

• Monitors significant changes in risks to information assets and emergence of major 
threats 

• Reviews and monitors information security incidents and how they were resolved 

• Approves major initiatives to enhance information security 

) The information security officer should head the information security management oversight council to 
ensure consistent security is implemented throughout the organization. 
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To be successful in today’s information economy, enterprise business governance and IT 
governance can no longer be considered separate and distinct disciplines. Effective enterprise 
governance must focus individual and group expertise and experience where it will be most 
productive. Governance must monitor and measure performance and provide assurance to critical 
security issues. Information security must be regarded as an integral part of business strategy. 

� An IT governance structure should link and integrate the IT security processes and resources with the 
business strategies and objectives.  

A successful IT governance framework will integrate and optimize the way IT functions and 
associated business processes are planned, organized, acquired, implemented, delivered, 
supported, and monitored. IT governance, which includes security within every element, is 
integral to the success of enterprise-wide governance. IT governance should assure efficient, 
effective, and measurable improvements throughout all enterprise processes. Effective IT 
governance will enable the enterprise to use information in the most efficient and effective way 
possible, which will ultimately increase business benefits, put the organization in a position to 
take advantage of emerging opportunities, and enable the company to gain a competitive 
advantage. 

Determining the Effectiveness of In-House–Created Tools 
Many organizations develop software tools for network monitoring or to perform security 
activities internally in an effort to save money and avoid purchasing vendor products. Systems 
administrators often develop such tools for logging, auditing, and other similar types of non-
compliance monitoring. Dependence upon such in-house–created tools and related procedures 
may seem cost effective for determining the effectiveness of security controls, but usually such 
tools tend to address security risks in a patchwork fashion, do not provide a big-picture view, 
leave compliance gaps, and do not consider all risks. IT environments are continually changing, 
and new security risks and threats can occur at any time. Security tools must be able to address 
such challenges. Consider the following questions to help determine whether the in-house 
security tools you use are effective: 

• Can in-house tools address significant emerging risks? 

• Have you performed a gap analysis to find areas that your in-house–created tools do not 
address? 

• Have such tools been vetted by independent and objective personnel to determine 
thoroughness and effectiveness? 

• Do the tools address all regulatory requirements for your organization? 

• Are the tools compatible with all new systems? 
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• Will the tools still work when systems are upgraded or patched? 

• Can in-house personnel effectively support the tools? 

• Does clear and comprehensive documentation exist for the in-house tools? 

• Do you have more than one person who knows how to use the tools? 

• Are the tools, including the source code, stored securely so that only authorized personnel 
can access them? 

If you answered no to any of these questions, your in-house tools may themselves be creating 
significant risks to your business and could create a false sense of security for your business 
managers. 

) If you cannot make changes within your current tools to result in “yes” answers to all the previous 
questions, consider obtaining a comprehensive, vetted, and well-maintained security product. Doing 
so will save much time and effort for your internal staff in the long run compared with trying to support 
proprietary in-house code and tools. 

Basing Security Effort upon Potential Impact 
The amount of effort applied to implementing a safe and secure working environment should be 
based on how much of an impact security problems can have upon your business. However, 
implementing adequate and effective security does not necessarily mean investing large amounts 
of time or expense. For example, making the effort to raise awareness, identify security risks, 
and taking prudent precautions for IT practices and processes is achievable with significantly 
less effort when following a thoughtful compliance plan. Implementing the accompanying 
technical safeguards for the identified risks can be more complex and expensive. Thus, it is 
important for organizations to rely upon and implement proven products from reputable 
suppliers, and, when necessary, call experts for advice. It is important to remember that all these 
security efforts are not something that should be done once; they require constant and continuous 
attention. 

0 Managing security is not a one-time event. It must be done continuously and include a cycle of 
planning improvements to the security program components, implementing the changes, evaluating 
the effectiveness of the security program, then starting again with improvements. 
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Establishing a Compliance-Management Framework 
An overall compliance-management framework must include needs assessment, design, metrics, 
evaluation, and ongoing sustainable value (see Figure 1). The implementation of a compliance-
management framework must move from being a project to being a sustainable business process. 

 

Figure 1: An overall compliance-management framework. 

IT resources must be managed according to business and service-grouped processes to provide 
the information the organization needs to achieve business objectives. As technology, business, 
and regulatory issues have become more complex, it has become evident that there is a need for a 
security and control reference. A compliance-management framework should contain such a 
reference. Successful businesses need to appreciate and understand the risks and constraints of IT 
throughout all areas of the enterprise if they hope to achieve effective security direction and 
adequate business-based controls. 

Management must determine a reasonable investment amount for security and controls within IT 
systems. They must learn how to balance risk and control investments in what is typically an 
unpredictable IT environment. They must learn how to implement controls in such an 
unpredictable IT environment to reduce risk to an acceptable level without interfering with 
business activities. Management must understand that although information systems security and 
controls help manage and reduce risks, such security and controls do not eliminate risks. The 
exact level of risk can never be known or measured; there is always uncertainty involved with 
trying to anticipate what security incidents can possibly occur. 
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Ultimately, management must decide on the level of risk it is willing to accept. Judging what 
level can be tolerated, particularly when weighed against the associated costs of the control 
compared with the cost of the asset being protected, can be a difficult management decision. To 
facilitate such decisions, management needs a framework of generally accepted IT security and 
control practices to benchmark the existing and planned IT environment. 

New business complexities create a greater need for IT service users to be assured that adequate 
security and controls exist. Such assurance can be accomplished through certification and audit 
of IT services—either by internal or external reviewers—that ensure adequate, business-focused 
security and controls exists. 

Implementing effective IT security and controls within information systems can cause confusion. 
Confusion results from the use of numerous and inconsistent evaluation methods. Before 
choosing one evaluation method, personnel within organizations who are responsible for 
implementing security and controls must first establish a general foundation of security and 
controls. The foundation for effective business security and controls will be comprised of actions 
that ensure business information is 

• Effective 

• Efficient 

• Confidential 

• Accurate 

• Useful 

• Timely 

• Available 

• Compliant 

• Reliable 

Adequate business resources must also be available throughout the business units to effectively 
incorporate security and controls. These resources include: 

• People 

• Applications 

• Technology 

• Facilities 

• Data 
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Establishing a Central Security Management Area 
A central security management area will ensure compliance projects and processes are 
operationalized throughout all business units. Suitable security management leadership must be 
established to approve the information security policy, assign security roles, and coordinate the 
implementation of security throughout all areas of the organization. This security management 
area should also serve as a source of specialized information security knowledge and advice for 
the organization. The central security management area should develop contacts with external 
security specialists (such as consultants, professional organizations, industry peers, and so on) to 
keep up with leading practices, industry trends, assessment methods, and new and emerging 
regulatory requirements as well as provide suitable liaison points when dealing with security 
incidents. Information security should be approached as multi-disciplinary. 

) Involve and gain the cooperation of business unit managers, users, administrators, application 
designers, auditors, security staff, and specialists in areas such as insurance, physical security, and 
risk management. Collaborate with these contacts and maintain ongoing communications. 

The central security management area will successfully incorporate security throughout the 
organization by ensuring that 

• Security policies, goals, standards, and other security activities reflect business objectives 

• An approach to security implementation is consistent with the organizational culture 

• Visible support and commitment is obtained from executive management 

• The organization has a clear understanding of security requirements, applicable laws and 
regulations, contractual requirements, risk assessment, and risk management 

• Effective marketing of security to all levels of personnel are provided 

• Widespread distribution of guidance information on security policies, standards, and 
guidelines is provided to all employees, contractors, and others who handle the 
organization’s information 

• Ongoing appropriate training and education is provided to all employees in addition to 
specialized education to target groups 

• A comprehensive and balanced system of measurement is used to evaluate performance 
in information security management and a mechanism is in place for feedback and 
suggestions for improvement 
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Creating a Security Charter 
A charter for the security function should be established by the central security management area 
and visibly endorsed and supported by senior management. The charter should outline the 
responsibility, authority, and accountability of the IT security function. The charter should be 
reviewed periodically to ensure that the independence, authority, and accountability of the IT 
security function are maintained. The charter should require the creation, implementation, and 
maintenance of a management framework to govern information security within the organization 
in a way that is best suited for business and supports business goals (see Figure 2). 

 

Figure 2: Develop a charter that demonstrates the organization’s commitment to information security. 

� Develop a written information security charter that demonstrates executive commitment to information 
security and customer privacy. Such a document helps organize support throughout the organization 
for reinforcing the importance of each employee's role in maintaining security. 
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Designating a Distributed Security Implementation Group 
Identify key personnel within each of the business units and operational areas to be responsible 
for performing specific security activities that are crucial to your security program success. Train 
the personnel to efficiently and effectively perform the activities. Explain how the activities 
support the business and help to meet business goals. Specific security activities for the group 
should include: 

• Identifying information assets 

• Classifying and prioritizing assets 

• Identifying risks 

• Defining security and control requirements 

• Testing security and control requirements 

• Implementing security requirements 

• Monitoring the effectiveness of security and controls 

• Staying aware of new threats and risks 

• Updating controls 

This group should also act as a central advisory committee to provide recommendations to the 
security management area for the purchase, strategy development, and deployment of new 
security and controls equipment, software, and training based upon business needs and 
processes. The members of the group must be aware of the products currently available as well 
as the emerging technologies that may affect the viability of current products or purchases. 

� The members of the distributed security group should consist of a combination of visionaries, 
technical experts, and strategic business planners. Take care to ensure that the members of this 
group do not become unreasonably influenced by or restricted to one particular vendor or supplier. 

 

0 Central procurement is a significant principle of security management. When an organization is 
spread out geographically, there is a tendency for each business unit or department to purchase IT 
resources independently. Organizations can easily lose control over standardized hardware and 
software systems and may end up with incompatible virtual private networks (VPNs), difficult 
maintenance and support, loss of savings that may have been available through bulk purchases, 
ineffective disaster recovery planning through the need to communicate with many vendors, and loss 
of inventory control. Computer equipment may become untraceable and subject to theft or misuse by 
personnel. The distributed security group should ensure that all procurement of IT equipment is 
centralized. 

 

) At a minimum, put security responsibilities into the job descriptions for the identified security 
positions. Ideally, put security responsibilities into all enterprise job descriptions to make it clear that 
security is everyone’s responsibility. If the responsibilities are formally documented, and the 
personnel will have the security activities included in their appraisal process, it is more likely that the 
activities will be successfully accomplished. 
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Identifying Major Compliance Issues 
Compliance involves following the requirements of the laws, regulations, and contractual 
arrangements to which the business process is subject. Management must ensure that appropriate 
procedures and systems are in place to determine whether personnel understand the implemented 
policies and procedures and that the policies and procedures are being followed. Compliance 
issues include: 

• Contractual commitments 

• External requirements 

• Laws and regulations 

• Generally accepted standards 

• Organizational policies, procedures, and standards 

• Legal and regulatory development monitoring 

• Compliance monitoring 

• Privacy 

• Intellectual property 

It is important to explore and identify the compliance issues for your organization. To do so, 
consider the following questions: 

• Within which locations do you process, handle, or store information? 

• With which information handling laws must you comply? 

• With which privacy laws must you comply? 

• Which business partners access or process your organization’s information and/or 
processing systems? 

• What information and privacy requirements exist within your customer contracts? 

• What information and privacy requirements exist within your business partner contracts? 

• For which copyright and licensing requirements is your organization obligated? 

) Create a central compliance inventory to more easily document and track all compliance issues 
throughout the organization. Doing so will also help to ensure all compliance issues are addressed 
consistently throughout the organization. 
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Defining Information Assets 
Organizations must know what information assets they own or manage. Assets must be identified 
in order to establish controls to secure them. After all, if you don’t know what you are protecting, 
how can you possibly protect it? Creating an inventory of information assets will help ensure that 
effective asset protection takes place. Establishing an inventory may also be required for other 
business purposes, such as health and safety, insurance, or financial asset management reasons. 

Creating an information asset inventory process is an important aspect of risk management. An 
organization must identify assets and the relative value and importance of these assets. Based on 
this information, an organization can provide levels of protection commensurate with the value 
and importance of the assets. Create and maintain an inventory of the assets associated with each 
information system. Clearly identify each asset along with the corresponding owners, security 
classification—such as confidential, secret, internal use only, public, or whatever classification 
labels you are using—and current location (important for resumption and recovery from loss or 
damage). Classification will enable the proper identification of security requirements that drive 
the selection of appropriate controls to protect the information. 

) Ideally, the information asset inventory should be automatically generated or at least automatically 
maintained. If not, it will be out of date very quickly and will not aid in the risk management process. 

Once the inventory is created, prioritize the assets and applications that support critical business 
functions. Determining the criticality of information assets might seem overwhelming at first and 
can be quite an arduous task. However, it is important to identify at least the business mission-
critical assets. As with creating the inventory, it will be most efficient to use an automated tool to 
assist with this task. 

) Work with the business continuity group to determine what has already been identified as critical. If 
your organization doesn’t have a business continuity group, focus on assets that must be available for 
your business to function and generate revenue or service customers. Remember to include the core 
processing systems requirements, such as minimum storage requirements, minimum memory 
requirements, bandwidth requirements, and so on. 

Defining Controls 
Security controls are implemented to protect the confidentiality, integrity, and availability of 
information resources. Confidentiality controls help prevent unauthorized disclosure of 
information. Integrity controls help prevent unauthorized modification of information and 
systems. Availability controls help to ensure that uninterrupted access to information and IT 
resources is provided. 

� Within various standards and regulations throughout the world, the terms controls, safeguards, and 
countermeasures are often used synonymously. 

 
11



 

Information security is achieved by implementing a set of controls appropriate for the business 
and processing environment. There are three main types of controls—administrative, technical, 
and physical—to address and help to insure confidentiality, integrity, and availability. Such 
controls must be in place to ensure that the business and security objectives of the organization 
are met. Examples of administrative controls include: 

• Policies 

• Standards 

• Procedures 

• Guidelines 

• Awareness activities 

• Training 

• Personnel screening 

Examples of technical controls include: 

• Logical access controls 

• Security devices 

• Identification 

• Authentication 

• Encryption 

Examples of physical controls include: 

• Facility protections 

• Security guards 

• Closed-circuit television and other monitoring devices 

• Locks 

• Physical intrusion detection 

• Environmental controls 

It is a current reality that many IT systems were not designed to be secure. The security that can 
be achieved through technical means is limited and should be supported by appropriate 
management and procedures by using administrative and physical controls. Identifying which 
controls should be in place requires careful planning and attention to detail. Information security 
management needs participation by all areas throughout the organization to successfully 
implement controls. Information security management also needs active participation and 
cooperation from business partners, vendors, suppliers, customers, and shareholders. Specialist 
advice from outside the organization may also be needed. 
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Selecting Controls 
After identifying information assets, risks, and security requirements, select and implement 
controls to reduce risks to an acceptable level. Some controls are not applicable to every 
information system or environment and might not be practicable for all organizations. Controls 
should be selected based on the cost of implementation in relation to the risks being reduced and 
the potential losses if a security breach occurs. Also take into consideration non-monetary factors 
such as loss of reputation and applicable laws. 

General controls considered to be essential to an organization from a legislative and regulatory 
perspective include: 

• Protecting data and privacy of personal information 

• Safeguarding organizational records 

• Protecting intellectual property and maintaining intellectual property rights 

General controls considered to be common best practice for information security include: 

• Publishing and communicating information security policies 

• Allocating information security responsibilities 

• Implementing ongoing information security education, awareness, and training 

• Implementing procedures and processes to report security incidents 

• Incorporating technical security controls into the systems and process-development life 
cycle 

• Establishing business continuity management 

0 Ensure that the costs and benefits of security and controls are carefully examined in monetary and 
non-monetary terms. The costs of controls must not exceed their benefits or the potential impact of 
risks. 

Applicable business management must formally accept the chosen controls to ensure the most 
effective implementation; facilitating acceptance and implementation throughout the 
organization. All security requirements should be identified during the requirements phase of a 
project and justified, agreed upon, and documented as part of the overall business case for an 
information system or business process. 

0 Don’t forget to define the security requirements for business continuity management during the 
requirements phase of a project. Doing so will ensure that the planned activation, fallback, and 
resumption processes for the business are supported by the proposed solution. 
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General IT Controls 
Organizations have many types of information resources to protect from unauthorized access. 
The security management framework must include controls to ensure that only the intended 
people and processes can access information for necessary business purposes. In addition, the 
framework must establish a way to allow only the level of access necessary to accomplish 
business tasks. IT controls are necessary to prevent compromise or theft of information and 
information processing facilities. Controls must protect information and information processing 
facilities from disclosure to, modification by, or theft by unauthorized persons. Controls must be 
implemented to minimize to the fullest extent feasible and appropriate loss or damage to IT 
resources. 

More controls are needed beyond simply requiring user identifiers and passwords—there is much 
more involved with implementing effective IT controls. There are many different methods, 
techniques, technologies, and models to consider and choose from to best serve your business 
purposes and systems. 

� The most effective controls are incorporated in a layered approach to ensure that all gaps have been 
addressed and vulnerabilities are not overlooked. A layered approach also helps protect the 
organization if one control fails or is compromised—the other controls will continue to provide 
protection to the organization. For example, using antivirus software on the mail gateway and users’ 
desktops as well as a packet-filtering router and a firewall. 

Application and Data Controls 
Application and data controls are used for transactions and data that relate to each computer-
based application or system and are tailored to address the business risks for the particular 
corresponding application or system. The objectives of application and data controls are to 
ensure the completeness and accuracy of the records and the validity of the data input to the 
application or system from both manual and automated or programmed processing. 

� Examples of application and data controls include using checksums, encrypting data while in transit 
or in storage, employing data input validation, performing batch total reconciliation, and so on. 
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Change Controls 
Changes within software and systems development and maintenance are inevitable and must be 
carefully controlled to ensure that security and controls are established and preserved during 
updates. A process must be in place to deal with changes or the project will not meet milestones 
and important controls may be lost in the shuffle. It is also important for such a process to be 
followed to ensure that the changes do not result in controls (or lack of controls) that negate the 
established security policies and risk reduction requirements. The following list highlights 
typical change control process steps: 

1. Outline business reasons for the changes 

2. Formally submit the change request 

3. Review and analyze the request 

4. Develop the change implementation strategy 

5. Determine the costs of the implementation 

6. Identify the security and control considerations 

7. Document the change request 

8. Submit the change request for approval 

9. Change the application or system 

10. Document backup procedures 

11. Link the changes in the code or system to the formal change control request 

12. Test the changes and ensure that they have gained quality control approval 

13. Repeat steps 8 through 12 until the changes have been approved 

14. Make version changes and move to production 

15. Report changes to business management and other affected users 
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Preventive and Detective Controls 
Preventive and detective controls are operational controls that are vital to ensuring that a 
business process is adequately secured; these controls are often overlooked or omitted. 
Preventive controls are used to help keep undesirable incidents from occurring. They are the first 
line of defense for a business process. There are administrative, technical, and physical types of 
preventive controls. Examples of administrative preventive controls include: 

• Policies and procedures 

• Background checks 

• Hiring practices 

• Documented termination processes 

• Data classification and labeling 

• Security awareness and training 

• Separation of duties 

Examples of physical preventive controls include: 

• Guards 

• Fences 

• Locks 

• Visible alarms 

• Badges 

• Swipe cards 

Examples of technical preventive controls include: 

• Passwords 

• Biometrics 

• Smart cards 

• Encryption 

• Malware protection 

• Firewalls 

• Router access control lists (ACL) 

• Intrusion prevention systems 
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Detective controls identify problems and errors in access controls and can be used to help 
determine the effectiveness of the preventive controls that are in place. Detective controls 
typically produce information that can be reviewed after an event occurs to help understand what 
caused the event and that can identify suspicious activity to point to an event. There are 
administrative, technical, and physical types of detective controls. Examples of administrative 
detective controls include: 

• Sharing responsibilities 

• Job rotation 

• Inspections 

• Evaluations 

• Investigations 

Examples of technical detective controls include: 

• Intrusion detection systems 

• Audit log reviews 

• Incident report reviews 

• Violation report reviews 

Examples of physical detective controls include: 

• Guards viewing cameras and monitors 

• Motion detectors 

• Video camera feeds 

Mitigating and Compensating Controls 
There will be situations in which it might not be possible to completely implement control 
objectives as required, resulting in increased risk to business operations. Additionally, in some 
situations, a desired control may be missing or cannot be implemented. In such events, 
management must evaluate the costs and benefits of implementing additional controls to 
compensate for the lack of required controls and adequately reduce risk. Compensating controls 
may include other technologies, procedures, or manual activities to further reduce risk to an 
acceptable level. 

� For example, it is an accepted best practice to prevent application developers from accessing the 
production environment to limit the risk of having improperly tested or unauthorized program code 
changes. However, if the application developer is also part of the application support team, a 
compensating control could be used to allow the developer restricted (monitored and/or limited) 
access to the production system, under certain conditions when it is necessary for business 
continuity. The compensating controls could be a combination of requiring the developer to use a 
special user ID in such circumstances, along with logging all activity under the ID, and having 
management review the ID activity regularly. 
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There will be situations in which there may not be effective controls available to reduce the 
amount of risk to acceptable levels. In these situations, mitigating controls should be 
implemented. Mitigating controls are additional measures that help lower the risk to more 
acceptable levels. During the mitigation process, identify alternative or additional control 
methods to further reduce risk. 

� For example, much sensitive information is now being stored and processed on portable computing 
devices, such as PDAs. A user ID and password that provide access to the sensitive information 
stored on such devices does not provide sufficient security controls. Additional mitigating controls that 
can be used to further reduce risk include such measures as implementing data encryption on the 
device as well as installing a physical security mechanism to the device to make it less likely that the 
device will be stolen or lost. 

Documenting the Compliance and Risk Management Process 
A critical component of creating the security management framework and supporting processes 
is identifying business and security requirements. To accomplish this, assess risks to the 
organization and identify compliance requirements. The risk assessment will identify threats to 
assess and evaluate as well as enable an organization to estimate vulnerability to and likelihood 
of threat occurrence and potential impact to the organization. Identify the legal, statutory, 
regulatory, and contractual requirements that the organization has with trading partners, 
contractors, and service providers. Identify all principles, objectives, and requirements for 
information processing within the organization that exist to support operations. With this 
information, and the previously performed tasks, document the compliance and risk management 
process. The process will generally include the following steps: 

1. Identify risks 

2. Establish policies and procedures linked to business risks 

3. Communicate policies, standards, and guidelines 

4. Establish supporting procedures 

5. Train and certify users 

6. Control access 

7. Test controls 

8. Monitor systems and access 

9. Retain audit logs 

10. Ensure acceptable usage 

11. Enforce segregation of duties 

12. Ensure business continuity and availability 

13. Educate personnel about security programs 

14. Enhance personnel security skills and knowledge with ongoing awareness activities 

15. Evaluate effectiveness 
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Creating an Operationalized Compliance Framework 
An organization must know partner and customer contracts and related security issues. To ensure 
internal compliance, the organization must communicate security charter and security program 
components continuously through a sustainable ongoing framework. And, very important but 
often overlooked, an organization must monitor and evaluate policy and control effectiveness 
(see Figure 3). To enable these measures, an organization must: 

• Establish a full security policy life cycle 

• Manage policies using a consistent, sustainable, and automated life cycle 

• Ensure that policies evolve to counteract the continually adjusting landscape of 
regulations and threats to the enterprise 

• Establish communication paths within the business units to ensure that all issues are 
covered by the policies and that the requirements support business functions 
appropriately 

• Monitor and evaluate policy and control effectiveness 

 

Figure 3: Develop an operationalized compliance framework.  
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In an attempt to attain a consistently high level of computer security, several organizations—
especially those that are government-sponsored—have established information and computer 
security standards. The standards are used to determine the security classification that a hardware 
or software product is assigned and to identify controls based upon risks. The standards identify 
the security criteria that a product or service must meet in order adequately provide security. 
Popular standards include: 

• Control Objectives for Information and related Technology (COBIT) 

• Generally Accepted Systems Security Principles (GASSP) 

• ISO 17799—Code of practice for Information Security Management 

• Organization for Economic Co-operation and Development (OECD) international control 
recommendations 

• Common Criteria—Formal methods of test; the successor of the Trusted Computer 
Security Evaluation Criteria (known as the Orange Book) 

The challenge organizations face when using such standards is that, with the exception of the 
more general OECD principles, they are so massive and stringent that few organizations make it 
all the way through the requirements—let alone dedicate the time and resources necessary to 
become completely compliant with any one of them. However, organizations can use the most 
applicable objectives that are common across the standards as a basis for information governance 
controls. There are many overlapping concepts between two of the most commonly used 
standards, ISO 17799 and COBIT. 

ISO 17799 
British Standard (BS) 7799 is a standard that sets the requirements for an information security 
management system and is recognized and used worldwide. The requirements “help identify, 
manage and minimize the range of threats to which information is regularly subjected.” The BS 
7799 information security standard is published in two parts: 

• ISO/IEC 17799—Code of practice for Information Security Management (commonly 
referenced as ISO 17799) 

• BS 7799-2:2002—Specification for Information Security Management 
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This process-driven and technology-independent standard was developed by a consortium of 
companies throughout the world and describes best practices for information security in the 
following operational areas: 

• Security policy 

• Organizational security 

• Asset classification and control 

• Personnel security 

• Physical and environmental security 

• Communications and operations management 

• Access control 

• Systems development and maintenance 

• Business continuity management 

• Compliance 

� The ISO 17799 standard gained widespread recognition following publication by the International 
Standards Organization (ISO) in December of 2000. Formal certification and accreditation were 
introduced around the same time. 

COBIT 
COBIT serves as a framework of generally applicable security and control practices for IT 
control and is recognized and used worldwide. The report can be ordered from the Information 
Systems Audit and Control Association (ISACA) by phone or mail. The COBIT framework 
strives to help management benchmark the security and control practices of IT environments, 
allows users of IT services to be assured that adequate security and control exists, and allows 
auditors to substantiate their opinions about internal control and to advise on IT security and 
control matters. The primary motivation for ISACA to provide the framework was to enable the 
development of clear policy and good practices for IT control throughout the industry 
worldwide. It consists of four primary operational domains, each with multiple identified control 
processes. 

� COBIT was first published in 1996 and is now in its third edition. COBIT is one of the most popular 
and internationally accepted sets of guidance materials for IT governance. 
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There are many commonalities between the assorted security standards. For example, at a high 
level, ISO 17799 and COBIT both recommend 20 common controls, as Figure 4 illustrates. 

 

Figure 4: Common controls between ISO 17799 and COBIT. 

	 For more information about ISO 17799 and COBIT, see http://www.iso.ch and 
http://www.isaca.org/cobit.htm, respectively. 
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Identifying Legal and Regulatory Requirements 
There are a growing number of laws and regulations that include requirements for organizations 
to provide security controls and demonstrate compliance assurance. Regulations—such as the 
United States’ Health Insurance Portability and Accountability Act (HIPAA), the United States’ 
Gramm-Leach-Bliley Act, the United State’s Sarbanes-Oxley Act, California regulation SB1386, 
the European Union’s Data Protection Directive, Canada’s Personal Information Protection and 
Electronic Documents Act (PIPEDA), South Africa’s Prevention of Organized Crime Act of 
1998, and South Africa’s Financial Intelligence Centre Act 2001—are examples of just a few of 
the laws that require organizations doing business under the regulation’s jurisdictions to 
implement very specific security and privacy controls. Most regulations advise using generally 
accepted standards to implement the controls. 

Determining What These Regulations and Standards Mean to Organizations 
Regulatory requirements and standards impact all areas of an organization. There must be an 
effective framework in place to ensure that all organizational areas understand and comply with 
the requirements as they are applicable to each business unit. The centralized security 
management area, in partnership with the organization’s legal team, must keep up to date with all 
laws and regulations that apply to the organization, and use them as input to the business case 
justification for security and controls compliance (as well as input to the business impact analysis 
and other planning processes). A process should be in place to communicate new and updated 
regulations and standards effectively, efficiently, and expeditiously throughout operational 
management. This process will more easily and effectively be accomplished by using the 
information security oversight council and the distributed information security group. 

) Establish an automated system to quickly communicate new and updated regulatory requirements 
through the operational management areas, to the information security oversight council, and to the 
distributed information security group. Choose a system that will confirm all recipients have received 
and read the notifications. 

Regulations can not only have a profound impact on organizations through noncompliance fines, 
penalties, and resulting bad publicity and damaged reputation but also provide the leverage to 
help sell security throughout the organization. Because regulations often reference the use of best 
practices and standards, they can be used to promote standards based upon widely accepted 
practices such as ISO 17799 and COBIT for IT governance and controls. In fact, the United 
States Federal Trade Commission (FTC) had reportedly stated that it considers the Gramm-
Leach-Bliley Act Safeguards Rule a standard of due care that would apply to even non-financial 
companies. 
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By implementing controls based upon regulatory requirements and international standards, 
organizations will realize positive business operational benefits. Implement controls based upon 
regulatory requirements and international standards that 

• Demonstrate due diligence 

• Are proven non-proprietary and best practice worldwide standards 

• Contribute to compliance with many regulations and laws, many of which were built 
around such standards 

• Demonstrate that a standard of care exists 

• Help to ensure business objectives are met with regard to regulatory compliance 

• Generally help to reduce risks to the entire organization 

Finding Leverage Points for Standards and Regulations 
Identify the common controls among all your regulatory requirements and chosen controls 
standards. You will get leverage in your security management and compliance efforts by 
demonstrating the controls you have chosen are not only promoted by just one standard or 
regulation but also are common leading security practices and principles throughout many cross-
sections of industries. 

There are several controls that are considered guiding principles. They provide a good starting 
point for implementing information security controls, and are based on essential legislative 
requirements or considered to be common best practices for information security based upon 
international standards. Controls considered to be essential to an organization from a legislative 
and international law point of view include: 

• Protecting data and privacy of personal information 

• Safeguarding organizational records 

• Protecting intellectual property and adhering to intellectual property rights 

Controls considered as common best practices throughout all industries for information security 
include: 

• Establishing an information security policy document 

• Allocating information security responsibilities 

• Providing information security awareness and training 

• Reporting security incidents through established and documented procedures 

• Establishing business continuity management procedures and systems 

These controls apply to most organizations and environments. Implement these controls 
according to the specific risks within the organization, and use them as a starting point and basis 
to build upon, along with your risks assessment results and regulatory and contractual 
requirements. 
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Applying Policies and Practices Based Upon Business Environment, Drivers, and 
Goals 
The policies and practices chosen must be applied as appropriate to the business environment. 
Business unit leaders must understand how policies and practices apply to business goals and 
activities and actively work to incorporate security and controls within daily business activities. 
Security and controls must support the business drivers, or the business unit leaders will not 
support them (see Figure 5). 

 

Figure 5: Information security policies and practices must support the business goals, drivers, and 
environment. 

Determining Acceptable Risk and Choosing Appropriate Controls 
Determine which information and IT assets are at risk and prioritize them for remediation. 
Address the vulnerabilities on the most critical assets with the highest impact vulnerabilities that 
are most at risk because of the likelihood the vulnerability may be exploited is high. You must 
prioritize the order of addressing risks by risk level. After prioritizing the risks, along with the 
systems or applications that need to be fixed, begin the remediation process. 

) A common way to think of risk is as a mathematical formula: 

  Risk (likelihood) = Asset (value) x Vulnerability (severity) x Threat (exploit probability) 
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Assess risks to satisfy the business requirement of supporting management decisions by reaching 
IT goals. Respond to threats by reducing complexity, increasing objectivity, and identifying 
important decision factors. IT risk identification involves the entire organization and takes into 
consideration: 

• Risk management ownership and accountability 

• Different types of IT risks (technology, security, continuity, regulatory, contractual and 
so on) 

• Defined and communicated risk tolerance profiles 

• Cause analyses and risk brainstorming sessions 

• Quantitative and qualitative risk measurement 

• Risk assessment methodology 

• Risk reduction action plan 

• Evaluations for certifications 

• Reassessments for verifications 

Creating a Sustainable Policy Management Process 
Security and control policies are living documents and must be managed as such. Many 
organizations make the mistake of issuing policies, then never, or not often enough, reviewing 
them to determine the new regulatory requirements, contractual requirements, business process 
changes, or others issues that necessitate policy modifications. Determining the effectiveness of 
policies, and when policies must be updated, requires the cooperation and involvement of all 
business unit leaders in addition to the information security oversight council and distributed 
information security group. Never forget that security policies and controls are ultimately 
implemented to support business goals and requirements and reduce risks appropriately. 

A security policy passes through a life cycle (see Figure 6): 

• Research 

• Risk assessment for the topic 

• Policy creation 

• Management buy-in and support 

• Policy approval 

• Policy communication throughout the entire organization 

 
26



 

 

• Awareness and training for personnel and applicable target groups 

• Policy enforcement 

• Policy success evaluation and related metrics 

• Policy review and updates to keep it valid and feasible as regulations, technology, and 
contractual requirements change 

• Policy retirement when it is no longer valid 

If an organization does not recognize the activities involved with policy development and 
management, the policies produced will likely be poorly written, incomplete, inadequately 
address related issues, redundant, disregarded by management, irrelevant, and/or unfeasible. 

Using the security policy life cycle approach will help ensure that the policy management 
process is comprehensive and addresses all functions necessary to create an effective policy. 
Effective policy management will lead to a greater understanding of the policy development 
process through the definition of discrete roles and responsibilities, through enhanced visibility 
of the steps necessary in developing effective policies, and through the integration of disparate 
tasks into a cohesive process that aims to generate, implement, and maintain policies. 

) Create a timeline for each of your policies showing target dates to complete each step of the policy 
life cycle. 

 

Figure 6: Information security policy life cycle. 
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Developing a Knowledge-Driven Compliance Framework 
The security controls and compliance framework must have built-in security, controls, and 
contractual and regulatory knowledge to be effective (see Figure 7). This framework can be 
developed by mapping the standards, regulations, and contractual requirements to the framework 
model. Doing so will enable more successful and sustainable compliance and help the 
organization keep up with new and changing regulations, laws, technology, and contracts. 

The framework must also provide and sustain knowledge of the organization’s current security 
environment and activities being done to address risks. The organization must respond rapidly to 
protect the enterprise business environment and IT architecture and ensure compliance. There 
must be a capability to quickly and easily document and report the current risk environment, 
responsibilities for addressing risks, compliance timeframes, and associated controls. 

The organization must know partner and customer contracts and related security issues. To 
ensure internal compliance, organizations must communicate the security charter, personnel, 
requirements, and program components continuously through a sustainable ongoing framework. 
And, very important but often overlooked, an organization must monitor and evaluate policy and 
control effectiveness. 

 

Figure 7: Knowledge-driven security framework. 
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Certifying Security Controls 
Certification is generally the review of a process or system from a user perspective. The users 
review the new or updated process or system and ensure that the process or system will meet the 
original business requirements outlined at the start of the project and be compatible with existing 
security policy, procedures, and business objectives. The security management area must also be 
involved to review the process or system to ensure that it is adequately addressing security 
threats and risks. They will need to consider the sensitivity of the data within the system or 
process, the reliance of the business process on the system (availability), regulatory requirements 
(such as data protection or archival time), documentation, and user training. They must 
determine that the process or system protects information and IT resources adequately. 

) The users involved in testing should include applicable distributed security group members whenever 
possible. 

Verifying Controls Adequacy 
Following certification, and at regularly scheduled times following implementation, the process 
or system should undergo a review to verify the controls are still processing appropriately and 
that the documentation for the tests and controls during the certification process are sound. 
Review management should ensure the test and controls are appropriate and complete. This 
review is the final approval by management to permit the new or updated process or system to 
move into production. Management must review the changes to the process or system in the 
context of its operational setting. They must evaluate the certification reports and 
recommendations from security regarding whether the system is adequately secured and meets 
user requirements and the proposed implementation timetable. This process may include 
accepting the residual risks that could not be addressed. Following verification of the controls 
and security, the process or system can be moved to a production status. 

Monitoring and Evaluating Policy and Control Effectiveness 
Businesses use income statements to determine profits and losses; measurements that all 
management use to determine how well a business is doing and to make adjustments in processes 
and activities to improve. Likewise, when managing information security, it is important to 
measure how well the in-place security measures are meeting requirements and securing 
information. To do so, organizations must identify and implement security metrics throughout 
every area of the organization. The security metrics will help identify whether security is 
adequately reducing security risks and complying with all contractual and regulatory 
requirements. Once the metrics are applied, organizations can use the results to identify gaps 
with policies, requirements, and regulations and to justify funding additional security activities 
and projects. The chosen security monitoring and evaluation should 

• Determine whether IT processes and systems are in compliance with security policies 

• Determine whether the implemented policies, standards, and corrective actions taken are 
effectively working to improve overall security 

• Notify the central security management area of issues and business areas that are not 
compliant with policies and standards 
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Summary 
The security compliance assurance roadmap organizations follow should incorporate all the 
elements discussed so far. All levels throughout an organization must view security and 
accompanying controls as a shared service implementation program. One area cannot ensure 
effective and efficient security and controls throughout an organization: 

• The security architecture provides IT security and controls governance. Central authority 
for the organization security management function resides here and it is where policies 
and standards are created and maintained. The security architecture should be designed 
for the long term, independent of technology. This architecture must be communicated 
throughout all operational areas of business management within the organization. 

• Operational management is the implementation actions and processes that occur to ensure 
IT security and controls governance are implemented throughout the organization. 
Organizational management must ensure that all controls are implemented throughout 
every business unit. 

• New and updated operations and systems must be certified and verified to ensure that 
adequate and effective controls and security are implemented prior to moving into 
production. The certification and verification areas use monitoring and a review process 
to ensure IT security and controls governance has been effectively implemented 
throughout all organizational business units. 

• Monitoring and review processes must be established to ensure that security and controls 
are still effective and adequate. 

• Security metrics must be used to evaluate level of success with security efforts and to 
identify gaps with contractual and regulatory requirements. 

There must be a full understanding of IT governance and security and control issues at all levels 
of the organization, and awareness and formal training is vital to ensuring this understanding. IT 
processes must be aligned with the business and with the IT strategy and there must be a clear 
understanding of business goals and processes supported by defined controls. Responsibilities 
must be monitored, certified, and verified through both administrative methods—such as service 
level agreements (SLAs)—and automated means. 

Improvement in IT processes and controls should be based upon an understanding obtained 
through monitoring, certification, and verification. Such measurements and evaluations must be 
determined from defined procedures and process metrics. Management must define the amount 
of risk tolerance under which processes will operate. Action must be taken to improve processes 
that appear not to be working effectively or are no longer valid. With these factors in place, an 
organization can be assured of compliance. 

 

[Editor’s Note: This content was excerpted from the free eBook The Practial Guide to 
Compliance and Security Risks (Realtimepublishers.com) written by Rebecca Herold and 
available at http://www.netiq.com/offers/practical/default.asp.] 
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